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24 September 2012

Senator the Hon Bob Carr
Minister for Foreign AfTairs
Parliament House
CANBERERA ACT 2600

Dear Minister

1 submit the Annual Report on the operations of the Australian Safeguards and Non-
Proliferation Office (ASNO) for the financial year ended 30 June 2012, This report is made in
accordance with section 51 of the Muclear Non-Proliferation (Safeguards) Ace 1987,

section 96 of the Chemical Weapons (Prohibition) Act 1994 and section 71 of the
Comprehensive Nuclear Test-Ban Treaty Act 1998,

During the reporting period all relevant statutory and treaty requirements were met, and
ASNO found no unauthorised access to, or use of, nuclear materials or nuclear items of
safeguards or security significance in Australia. All requirements were met under Australia’s
safeguards agreement with the International Atomic Energy Agency and under the Chemical
Weapons Convention, and further progress was made with activities in anticipation of the
entry into force of the Comprehensive Nuclear-Test-Ban Treaty. All Auvstralian Obligated
Muclear Material was satisfactorily accounted for.

As outlined in this Report, ASNO continued its major contribution to advancing Australia’s
interests in effective measures against the proliferation of weapons of mass destruction
through our activitics at the domestic, regional and international levels, and through working
closely with colleagues in the Department of Foreign Affairs and Trade in Canberra and
Australia’s diplomatic missions, and in other departments and agencies.

Loty Fl

Dr Robert Floyd
Director General

R G Cagey Building, Barton ACT 0221  www.dfatgov.an  Telephone: 02-62611111
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GUIDE TO THE REPORT

This report complies with the formal reporting obligations of the Director General ASNO.
It also provides an overview of ASNO’s role and performance in supporting nuclear
safeguards and the non-proliferation of weapons of mass destruction.

The report has five parts:

report by the Director General ASNO on key developments in 2011-12 and a
preview of the year ahead

summary of current major issues

functional overview of ASNO, including its operating environment and outcomes-
outputs structure — the first outcome demonstrates accountability to Government;
the second outlines public outreach and education

report on ASNO’s performance during 2011-12

the key features of ASNO’s corporate governance and the processes by which ASNO
is directed, administered and held accountable.

Because ASNO is funded as a division of the Department of Foreign Affairs and Trade
(DFAT), some mandatory annual report information for ASNO is incorporated in the
DFAT Annual Report. This includes:

financial statements

corporate governance and accountability framework

external scrutiny

human resource management, including work health and safety
asset management

purchasing

agency specific Social Inclusion strategies

advertising and market research

ecologically sustainable development and environmental performance.

A checklist of information included against annual report requirements is set out in the
List of Requirements (page 111).
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The Year in Review

The International Non-Proliferation Environment

The international non-proliferation framework continues to be widely supported by the
international community. This is evidenced by the constructive spirit of engagement

of the Non-Proliferation Treaty Preparatory Committee in May 2012. The level of wide
support is also evidenced by the fact that only a consistently small minority of countries
act in defiance of international non-proliferation obligations and norms. In contrast, a
growing number of countries have strengthened their commitments to non-proliferation
through, among other actions, entering into force an Additional Protocol with the
International Atomic Energy Agency (IAEA) and ratifying the Comprehensive Nuclear-
Test-Ban Treaty (CTBT). Indonesia’s ratification of the CTBT in February 2012 is a key
example of this. Indonesia is one of 44 countries that must ratify the CTBT to enable
its entry into force. After Indonesia’s ratification, only eight of those 44 countries are
yet to ratify.

While the non-proliferation cause continues to be widely supported by the international
community, a few challenging issues remain. Several countries continue efforts to
obtain the capability to produce nuclear and chemical weapons, we still await the
entry into force of the CTBT, and a decision to start negotiations on a possible

fissile material cut-off treaty languishes in the Conference on Disarmament in Geneva.
Notwithstanding, tackling these challenges remains achievable by working to increase
subscription to key treaties by working with our international counterparts to strengthen
international non-proliferation and disarmament norms.

The 2011 revolution in Libya and the ongoing conflict in Syria have raised concerns
about the security and possible use of chemical weapons. Libya is a member of the
Chemical Weapons Convention and has declared stockpiles of sulphur mustard that
are awaiting destruction. But as the conflict in Libya in 2011 worsened, the security
of chemical weapons was uncertain and it was even feared that chemical weapons
might be used in the conflict. Fortunately the stockpile remained secure and chemical
weapons were not deployed. Following the fall of the Gaddafi government, the Libyan
National Transitional Council found, and subsequently declared to the Organisation for
the Prohibition of Chemical Weapons (OPCW), a previously unknown and undeclared
stockpile of chemical weapons. This transparency by the Libyan National Transitional
Council should be commended and demonstrates the value in the international
community maintaining its commitments and advocacy of international norms.

Throughout the reporting period, the crisis in Syria continued and the Syrian government
stated that they might use chemical weapons against external aggressors. While Syria
had announced it would not use chemical weapons against its citizens, any use of
chemical weapons would be unacceptable and only increase instability in the region.
The situations in Libya and Syria demonstrate the need for the universalisation of the
Chemical Weapons Convention and the global elimination of these devastating and
atrocious weapons.

210¢-1102 140d3d TVNNNY ONSY 1d0d3d S, IVHdIN3IO d40123dId
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Furthermore, it was only last year that Syria was reported to the United Nations
Security Council (UNSC) by the IAEA Board of Governors for the construction of a facility
that was “very likely”* an undeclared nuclear reactor. UNSC action did not follow and,
while there were some positive signs of cooperation between the IAEA and Syria before
the current unrest began, many questions surrounding the Syrian nuclear program
remain unanswered.

Iran has continued its non-compliance with its international obligations and its
safeguards agreement with the IAEA. A series of UNSC resolutions, most recently
UNSCR 1929 of 2010, requires Iran to cease all reprocessing, heavy-water and
enrichment related activities. However, Iran has continued to increase both its
enrichment capacity and capability, continued the production of low enriched uranium
(including uranium enriched to 19.75 per cent) and continued the construction of
the IR-40 heavy water reactor at Arak. Of great concern was the February 2012
announcement of the introduction of three new advanced models of uranium
centrifuges that will be introduced to the Pilot Fuel Enrichment Plant at Natanz.

The November 2011 IAEA report on Iran’s nuclear program contained the most
extensive description of the IAEA’s information concerning the possible military
dimensions of Iran’s nuclear program. The IAEA’s analysis of this information led to
the conclusion that Iran had carried out activities “relevant to the development of

a nuclear explosive device,” and “that prior to the end of 2003, these activities took
place under a structured program, and that some activities may still be ongoing.”
This report resulted in a resolution by the IAEA Board of Governors calling on Iran to
engage and cooperate to restore confidence in the exclusively peaceful purpose of
their nuclear program. The IAEA reported that it remains unable, in part due to the
lack of cooperation by Iran, to provide credible assurance of the absence of undeclared
nuclear material and activities in Iran.?

On 13 April 2012, the Democratic People’s Republic of Korea (DPRK) attempted to
launch a satellite on a long range missile in defiance of UNSC resolutions. The failed
test was widely condemned by the international community. In the aftermath of the
missile test there was significant media speculation that the DPRK would conduct a
nuclear test, particularly given that nuclear tests had followed unsuccessful missile
tests in 2006 and 2009. To date, the DPRK has not conducted a third nuclear test;
however, such a test could come with very little warning. The threat of a nuclear
weapons test, the revelation of a significant uranium enrichment program and the
construction of a new nuclear reactor at Yongbyon has lifted the DPRK once again as
a nuclear proliferation concern over the last year. Bilateral and multilateral negotiations
have failed to yield lasting results, the DPRK’s weapons of mass destruction
proliferation network remains a threat and the nuclear situation in the DPRK itself
continues to elude resolution.

1 Report by the IAEA Director General. GOV/2011/30: Implementation of the NPT Safeguards Agreement in the
Syrian Arab Republic, 25 May 2011 (p.24).

2 Report by the IAEA Director General. GOV/2012/23: Implementation of the NPT Safeguards Agreement and
relevant provisions of Security Council resolutions in the Islamic Republic of Iran, 25 May 2012 (p.51).



Nuclear Non-Proliferation and Safeguards Developments

International Atomic Energy Agency Safeguards

At the practical implementation level, good progress was made in strengthening

the IAEA safeguards system. The number of countries that have entered into force

an Additional Protocol — the instrument by which countries give the IAEA additional
information and increased access — increased significantly; at 30 June 2012 there
were 116 countries with an Additional Protocol in force and 30 that had been signed
or approved by the IAEA Board of Governors. Of the 62 non-nuclear-weapon states
with significant nuclear activities that are a Party to the Nuclear Non-Proliferation
Treaty (NPT), 53 (or 85 per cent) have an Additional Protocol in force. The Additional
Protocol is firmly established as part of the NPT comprehensive safeguards standard.
As a result of implementing Additional Protocols, the IAEA reported in its Safeguards
Statement for 2011 that for 58 countries it had found no indication of undeclared
nuclear material or activities, and that all nuclear material in these countries remained
in peaceful activities.

In 2011-12, the IAEA continued its development of the state-level concept for
safeguards implementation. The state-level concept is designed to improve the
efficiency and effectiveness of safeguards implementation by taking greater account,

in an objective manner, of all available safeguards information on a country, rather than
the traditional, and somewhat inflexible, criteria-based approach. This was discussed in
detail on pages 15-17 of the 2010-11 ASNO Annual Report. ASNO contributed to this
development in the IAEA through reviewing the IAEA’s progress, conceptual frameworks,
and communication strategies through my membership on the IAEA’s Standing Advisory
Group on Safeguards Implementation and through publishing and presenting on this
subject at international meetings and conferences.

Nuclear Security

In March 2012, ASNO took the lead in supporting Prime Minister Julia Gillard at

the Seoul Nuclear Security Summit which was attended by 53 countries and five
international/regional organisations. Australia was able to deliver on its Washington
Summit commitments and set out its vision for what could be done to sustain efforts
on nuclear security in the future. The leaders at the Seoul Summit produced a new
Communiqué, and also agreed to hold a third summit in 2014 in the Netherlands.

In April, Australia joined the IAEA’s newly established Nuclear Security Guidance
Committee (NSGC) that will oversee the production of the IAEA’s nuclear security
series of guidance documents. ASNO attended the inaugural meeting of the NSGC
which established the Committee’s terms of reference and agreed the review and
production process for new IAEA Nuclear Security Series documents.

Regional Developments

In April 2012, | took up the position as chair of the Asia-Pacific Safeguards Network
(APSN) upon Mr John Carlson’s retirement from this position. | would like to take this
opportunity to formally thank Mr Carlson for his leadership as the APSN’s founding
chair. The APSN held its second plenary meeting in Jeju Island, Republic of Korea,
from 5 to 7 July 2011. The plenary meeting was attended by 12 countries, the IAEA

L NOILD3S
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and the European Commission. A representative from Myanmar’s Department of Atomic

Energy attended an APSN plenary meeting for the first time. The meeting was hosted
by the Korea Institute of Nuclear Non-Proliferation and Control, and sponsored by the
Korea Ministry for Education, Science and Technology and the European Commission.
Resulting from the meeting, five working groups were established to advance

APSN’s work in areas such as safeguards capacity building, awareness raising and
communications (more details on www.apsn-safeguards.org).

ASNO contributed to a Seminar on Good Practices in the Processing and Control

of Uranium Ore Concentrate, held by the IAEA in Namibia, which promoted dialogue
between industry, government and international organisations on the regulation of
uranium ore concentrates in Africa. Twelve African countries with current or likely
future uranium mining activities were represented while presentations were made

by representatives from Australia, Brazil, Canada, Kazakhstan, and the United States
of America.

Bilateral Safeguards Developments

Australia and Euratom exchanged notes to bring into force a new nuclear cooperation
agreement on 1 January 2012. Subsequently, on 1 May June 2012, Mr Philip

Lowe (Director General for Energy, European Commission) and |, signed the new
Administrative Arrangements underpinning the Agreement bringing these Administrative
Arrangements into effect.

Australia and the United Arab Emirates held a second round of negotiations on a
nuclear cooperation agreement in October 2011 and ad referendum text was agreed.

Domestic Developments

During the reporting period, the IAEA conducted four design information verification
inspections, three routine inventory verification inspections and one short notice
inspection in Australia. The IAEA also undertook two complementary access visits in
accordance with Australia’s Additional Protocol. The IAEA confirmed that Australia had

met all of its IAEA safeguards requirements. ASNO also conducted domestic safeguards

inspections and visits of several permit holders.

In January 2012, Dr Carl-Magnus Larsson, CEO of the Australian Radiation Protection
and Nuclear Safety Agency (ARPANSA) and | jointly issued the Australian Nuclear
Science and Technology Organisation (ANSTO) the terms of reference for nuclear
security reviews required under the respective licences issued by ARPANSA and
ASNO. The review is to be conducted in stages and completed by the end of 2012.
An important element to the review, Australia’s nuclear Design Basis Threat, was
revised to account for the current terrorist threat environment.

In February 2012, Dr Larsson and | signed a memorandum of understanding between
ASNO and ARPANSA on cooperation and exchange of information. The memorandum

of understanding acknowledges the value of cooperation between the two agencies in
order to effectively implement our legislative responsibilities and regulatory functions.


http://www.apsn-safeguards.org

Australia’s high standard of nuclear security was recognised in January 2012.

The non-government Nuclear Threat Initiative, published a Nuclear Materials Security
Index providing a baseline assessment of worldwide nuclear security conditions.
Australia was ranked first of 32 countries with weapons-useable materials.

Comprehensive Nuclear-Test-Ban Treaty Developments

At 30 June 2012, 183 countries had signed the CTBT and 157 had ratified, including
36 of the 44 countries which must ratify the Treaty to trigger its entry into force (known
as Annex 2 states). The importance of action on the CTBT has again been underlined
by many countries, at the CTBT Article XIV conference in New York in September 2011,
and by NPT Parties in Vienna in May 2012 participating in the 2012 Preparatory
Committee for the 2015 NPT Review Conference. The need to support work to
establish the verification system for the CTBT was stressed also at both meetings.

However, the CTBT will not enter into force until all of the remaining eight Annex 2
states ratify®. In this respect the ratification of the Treaty by Indonesia in February 2012
was widely welcomed. Ratification of the CTBT by all of the NPT nuclear-weapon states
(NWS) is widely seen as necessary to stimulate most of the remaining ratifications

by Annex 2 states. At a meeting in Washington in June 2012 the NWS reiterated

their commitment to promote and ensure the swift entry into force of the CTBT and

its universalization. The meeting also explored ways to enhance the momentum for
completing the verification regime, including the on-site inspection component.

Around 85 per cent of CTBT International Monitoring System (IMS) facilities are now
operational. However, progress with remaining stations may take some time, in some
cases due to political obstacles, for example where the host country is yet to sign
the CTBT. Twenty of Australia’s 21 IMS facilities are operational. All 20 have been
certified as meeting CTBT requirements. Work to install the final station at Davis Base,
Australian Antarctic Territory is being planned.

Judgments about compliance with the CTBT will be made by parties to the Treaty, based
on technical analyses carried out by National Data Centres. At both the CTBT Article
XIV Conference and the NPT Preparatory Committee, CTBT signatories were encouraged
to establish the technical analysis capacity needed for them to carry out their task

in verification of the CTBT. A new focus on the development of National Data Centre
capacity emerged during the year in the work of the CTBT Organization and supportive
countries, including Australia.

Chemical Weapons Convention Developments

Fifteen years after entering into force, the Chemical Weapons Convention (CWC)

has 188 Parties. No new countries have joined the Convention since May 2009.
Universal adherence to the CWC is fundamental to ensuring a world free of chemical
weapons, but it remains elusive despite ongoing diplomatic efforts. There are two
countries that have signed, but are yet to ratify the Convention (Israel and Myanmar)

3 The eight Annex 2 states that have yet to ratify the CTBT are: China, DPRK, Egypt, India, Israel, Iran,
Pakistan and the USA.
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and six yet to accede to it (Democratic People’s Republic of Korea, Syria, Egypt, Angola,
Somalia and South Sudan).

Parties together with the Organisation for the Prohibition of Chemical Weapons
(OPCW) continue to strive towards achieving the disarmament objective of the CWC.
By 30 June 2012, 76 per cent (approximately 54,011 metric tonnes) of all Category 1
and 24 chemical weapons that have been declared by seven chemical weapons
Possessor States had been destroyed under strict verification by the OPCW.

The final extended deadline under the CWC for destruction of all declared stockpiles
of chemical weapons passed on 29 April 2012. As previously foreshadowed, not all
Possessor States (Russian Federation, the United States, Libya and Iraq) were able

to meet this deadline. ASNO worked with the Australian Embassy in The Hague to
engage in OPCW discussions on how to best handle the missed deadline. The 16%
Conference of the States Parties in December 2011 agreed to a decision that ensured
continued verification of chemical weapons destruction and required Possessor States
to provide planned completion dates. The Russian Federation, United States and Libya
subsequently submitted their planned completion dates of December 2015, September
2023 and December 2016, respectively. Irag continued to work closely with the OPCW
Technical Secretariat (OPCW TS) to characterise the remnants of chemical weapons it
declared that had remained since United Nations Special Commission days.

ASNO supported ongoing efforts by the OPCW TS to promote the full and effective
implementation of the CWC, and in particular through its work with the Dili Embassy
in coordinating a technical assistance visit to East Timor by the OPCW TS. Universal
adherence to all the provisions of the CWC is essential to the global chemical weapons
ban and to ensuring that these weapons are not developed, stockpiled, otherwise
acquired or used. In particular, national implementation involves obligations under
Article VIl to designate a CWC National Authority (186 Parties have done so) and to
establish the necessary legislative and administrative arrangements to enable its
implementation and the prosecution of offenders. Progress made by Parties towards
the implementation of Article VII in the reporting year was slow and, therefore, more
work needs to be done. While 139 Parties have informed the OPCW TS of measures
taken in this regard, only 88 Parties have legislation covering all key areas.

In 2011-12, ASNO facilitated four routine OPCW inspections at declared chemical
facilities in Australia. Three inspections were conducted at ‘Other Chemical Production
Facilities’ and the fourth at a facility processing Schedule 2 chemicals. The success
of these inspections demonstrates Australia’s compliance with the CWC, and reflects
positively on the cooperation of Australia’s chemical industry.

ASNO participated in an OPCW Challenge Inspection Field Exercise in Thailand,
fulfilling the role of the Requesting State Party, from 31 October to 4 November 2011
(see report on page 31). The exercise was jointly organised by the OPCW TS and the

4 Paragraph 16 of Part IV(A) of the Verification Annex to the CWC determines that for the purposes of
destruction of declared chemical weapons they are divided into the following categories: Category 1:
chemical weapons on the basis of Schedule 1 chemicals and their parts and components; Category 2:
chemical weapons on the basis of all other chemicals and their parts and components; Category 3: unfilled
munitions and devices, and equipment specifically designed for use directly in connection with employment
of chemical weapons.



Government of Thailand at an industrial chemical plant. Australia accepted the OPCW’s
invitation to participate as Australia regards Challenge Inspections as an important
verification mechanism under Article IX of the Convention for addressing concerns
about possible non-compliance with the CWC. The experience enhanced Australia’s
understanding of the Challenge Inspection process and highlighted the importance of
training and exercising these provisions in the field. A number of recommendations
were made and lessons identified which will help inform the OPCW’s future training
requirements and enhance confidence in the OPCW TS preparedness to conduct a
challenge inspection.

ASNO participated in the Tenth Regional Meeting of National Authorities of States
Parties in Asia in Colombo from 26 to 28 June 2012 and delivered two presentations
on regional and sub-regional cooperation on CWC implementation and Australia’s
chemical trade controls. Australia recognises the importance of engagement with
regional counterparts in Asia and attendance at these meetings continues to
strengthen cooperation on CWC implementation issues.

Other Non-Proliferation Developments

Fissile Material Cut-off Treaty

Initiatives by a number of countries in the United Nations and the Conference on
Disarmament (CD) have been unable to break the diplomatic impasse preventing
negotiations on a fissile material cut-off treaty (FMCT). The requirement that all CD
members agree to negotiations has continued to be a blockage. The opportunity for
ASNO experts to build on technical discussions has been limited given the delay

in negotiations.

Nuclear Disarmament Verification

Effective and widely accepted verification measures will be necessary if reductions in
nuclear arsenals are to continue, and to actively involve countries other than the United
States and Russia. The United Kingdom and Norway have undertaken joint research
since 2007 to develop procedures and techniques to verify the dismantlement of
nuclear warheads, highlighting the contribution that non-nuclear weapon states can
make. ASNO has followed the UK/Norway initiative (UKNI) closely, including identifying
how Australia could engage. Representatives from ASNO and ANSTO participated
actively in a workshop in London in December 2011 reviewing progress in the UKNI
and considering how additional countries could contribute.

The Year Ahead

The following developments in the international security environment are likely to impact
on ASNO’s work during 2012-13:

e [ran’s nuclear program and the IAEA’s continuing efforts to resolve questions about
possible military dimensions

e international efforts by governments, non-government organisations and industry to
strengthen nuclear security ahead of the Netherlands Nuclear Security Summit in 2014

n
m
(@)
—
o
Z

210¢-1102 140d3d TVNNNY ONSY 1d0d3d S, IVHdIN3IO d40123dId



SECTION 1

DIRECTOR GENERAL'S REPORT

ASNO ANNUAL REPORT 2011-2012

10

e ongoing efforts to commence negotiations on a fissile material cut-off treaty

e continued interest in developing and promoting understanding at all stages of
nuclear development in the Asia-Pacific region and elsewhere

e changes in the IAEA’s safeguards system to the holistic state-level concept, and
working with the IAEA on how this will impact safeguards in Australia

e Syria’s acknowledgment in July 2012 that it would use chemical weapons against
external aggressors

e Libya’'s declaration of new discoveries of chemical weapons stockpiles not previously
declared under the former Gaddafi government.

In addressing the challenges posed by the international security environment, ASNO will
continue to provide technical analysis and policy advice to the Australian Government

in the areas of non-proliferation and disarmament. ASNO will continue to ensure
international treaty and regulatory obligations are met.

Internationally, ASNO will continue to work with the IAEA and other member countries
on strengthening the safeguards system, including through Australia’s membership of
the IAEA Board of Governors, and through the Australian Safeguards Support Program,
the Standing Advisory Group on Safeguards Implementation, and the US-led Next
Generation Safeguards Initiative. ASNO will also work on strengthening the IAEA’s
nuclear security guidelines.

Regionally, ASNO will continue its outreach program to build operational capability in the
areas of safeguards and nuclear security and non-proliferation treaty implementation,
including through further development of the Asia-Pacific Safeguards Network.

ASNO will continue to manage Australia’s network of bilateral nuclear cooperation
(safeguards) agreements, including the tracking of Australian Obligated Nuclear Material
(AONM) around the world. ASNO will seek signature of the negotiated bilateral nuclear
cooperation agreement with the United Arab Emirates®. ASNO will also continue to

work with others in the Department of Foreign Affairs and Trade as well as other
departments and agencies to develop a framework for the supply of Australian uranium
to India, in particular on the development of a bilateral nuclear cooperation agreement.

Domestically, to ensure safeguards and nuclear security requirements are met,
ASNO will work with ANSTO and other permit holders, and furthermore with industry
and relevant regulatory authorities in the establishment of new uranium mines.
ASNO will work with ARPANSA to assess the recommendations arising from ANSTO’s
security review and provide feedback as required.

ASNO will host a workshop on promoting the IAEA’s International Physical Protection
Advisory Services (IPPAS) in November 2012 ahead of facilitating an IAEA IPPAS review
mission of Lucas Heights in late 2013.

5 The Agreement between Australia and the United Arab Emirates (UAE) for Nuclear Cooperation in the
Peaceful Uses of Nuclear Energy was signed by the Australian Foreign Minister Senator the Hon Bob Carr
and the UAE Foreign Minister His Highness Sheikh Abdullah on 31 July 2012 in the UAE.



ASNO will continue to work with the CTBT Organization (CTBTO) and other Australian
agencies to establish the key elements of CTBT verification: the International Monitoring
System (IMS); the International Data Centre (IDC); on-site inspection (OSI) and National
Data Centre (NDC) capabilities. ASNO coordinates whole-of-government efforts to
establish and maintain Australia’s IMS stations and NDC, and has an active and
leading role in the CTBTO’s work on OSI.

Efforts to get negotiations on an FMCT underway will likely remain high on the
international agenda in 2012-13. Most interested countries have said that they prefer
the CD as the venue for FMCT negotiation, but some have said that it could become
necessary to progress discussions outside the CD. ASNO will continue to support
Australia’s work in this area as opportunities arise, focusing in particular on how an
FMCT can be effectively verified.

ASNO will continue to build Australia’s engagement in technical issues related to the
verified dismantlement of nuclear weapons as international developments allow.

ASNO will collaborate closely with the OPCW and other Parties to promote the
objectives of the CWC, including by sharing Australia’s experience implementing the
CWC with regional counterparts. ASNO will support OPCW efforts to promote universal
adherence to the CWC and to address chemical terrorism. Australia will continue to
work bilaterally with non-State Parties, such as Myanmar, to support them in their
accession or ratification to the CWC.

ASNO will host a visit to Australia by Ambassador Ahmet UzUmcU, the Director-
General of the OPCW, in July 2012. This visit will help raise greater awareness and
understanding of the CWC and the OPCW'’s role among policy makers, think-tanks,
students and academia as well as industry and government.

ASNO will continue to participate and engage with other States Parties in workshops
and field exercises associated with Challenge Inspections. The lessons learned and
experiences gained from the OPCW Challenge Inspection Field Exercise in Thailand in
2011 will continue to be shared and built upon in the year ahead.

ASNO will assist in Australia’s preparation and participation in the Third Review
Conference of the CWC in 2013. Review Conferences are held every five years to review
the operation of the CWC, taking into account any relevant scientific and technological
developments. Australia will participate in the Open-Ended Working Group which will
consider all issues related to the agenda for the CWC Review Conference as well as
the future directions and priorities of the OPCW.

Dr Robert Floyd
Director General ASNO
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Minister for Foreign Affairs the Hon Bob Carr at the
fourth Ministerial Meeting of the Non-Proliferation
and Disarmament Initiative (NPDI) in Istanbul in
June 2012
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CURRENT TOPICS

The Safeguards Act — Serving Australia’s Interests

The year 2012 marks the 25th anniversary of the commencement of the Nuclear
Non-Proliferation (Safeguards) Act 1987. The period from 1987 has presented major
challenges to the international nuclear non-proliferation architecture including:

the discovery in 1991 of the clandestine nuclear weapons program in Iraq; the
dismantlement of nuclear weapons programs in the early 1990s; breaches of nuclear
safeguards and non-proliferation obligations by Iran, Libya, and the Democratic
People’s Republic of Korea; the discovery of the AQ Khan illicit procurement network
for enrichment technology; and, the changes to the modus operandi of international
terrorism to a greater willingness to inflict mass destruction. The international
community has responded to these challenges in both normative terms by
strengthening international legal instruments and in political terms by working
collaboratively to strengthen the systems that underpin these instruments and in
making individual commitments and actions that reduce proliferation and security risks.

The non-proliferation achievements during the last 25 years include: the strengthening
of safeguards by the International Atomic Energy Agency (IAEA) through the conclusion
of the Additional Protocol, and the associated work by the IAEA to improve the
effectiveness and efficiency of the safeguards verification systems; the strengthening
of nuclear security through the International Convention on the Suppression of Acts of
Nuclear Terrorism and the amendment to the Convention on the Physical Protection
of Nuclear Material (CPPNM), both complemented by improvements to the IAEA’s
implementation guidelines on nuclear security; the myriad of international programs
to build the capacity and awareness of states for securing and accounting for nuclear
material and related equipment and technology; and, the recent international effort

to secure all vulnerable nuclear material in the world through actions agreed at

the series of Nuclear Security Summits initiated by President Obama. Significant
challenges still remain and there are several unresolved issues, but strengthening

of the architecture and systems in the last 25 years is a good framework upon which
further improvements can hopefully be made.

Australia has been well equipped through this period to make strong contributions to
these developments by being amongst the top tier of countries with internationally
recognised expertise and capabilities in nuclear safeguards and security. Australia’s
capabilities stem from the resourcing of departments and agencies to advance the
strong policy commitments of successive governments to robust international nuclear
safeguards and security, and the expertise that has derived from implementing
safeguards and security at the Australian Nuclear Science and Technology Organisation
(ANSTO), universities, research and development institutes and companies, and
uranium mines, and in designing, implementing and administering the controls on
Australian nuclear material through the network of 22 bilateral nuclear cooperation
agreements under which Australian uranium is exported. The same knowledge and
expertise that ASNO builds through its domestic and bilateral regulatory functions
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transfers to providing specialist advice to the Government on the breadth of bilateral
and international safeguards and security issues.

The legislative instrument for the administration of safeguards and security on
nuclear material and equipment in Australia and Australian Obligated Nuclear Material
(AONM) and equipment overseas is the Safeguards Act. The Safeguards Act has
served Australia’s interests well over these 25 years by being the vehicle through
which Australia could flexibly implement and enforce its obligations. It establishes the
statutory position of the Director General of ASNO and empowers the Director General
and the office of ASNO variously to:

e ensure the effective operation of the Australian safeguards system

e carry out Australia’s obligations under agreements such as the Australia-IAEA
Safeguards Agreement, Additional Protocol and the CPPNM

e monitor compliance of Australia’s respective bilateral partners under each of the
bilateral nuclear cooperation agreements covering supply of Australian uranium

e advise the Minister for Foreign Affairs on matters relating to safeguards

e undertake, coordinate and facilitate nuclear safeguards research and development.

Nuclear safeguards and security is a highly specialised field underpinned by various
academic disciplines such as physics, chemistry, engineering, international law and
international relations. Maintaining the expertise and skill sets in ASNO is challenging.
Ensuring ASNO has an appropriate level of expertise to both administer the regulatory
responsibilities and provide policy advice and guidance to Government on domestic,
bilateral and international nuclear safeguards and security issues requires maintaining
a critical mass of experience. To put this challenge into perspective, the minimum
entry-level pre-requisite for a safeguards position at the IAEA is five years’ experience
in a relevant nuclear field. This level of experience is limited in Australia. As such,
ensuring ASNO has an appropriate depth of experience and expertise to maintain
Australia’s international profile and reputation in the field of nuclear safeguards

and security requires a commitment to sufficient staffing levels to accommodate

staff movements, and a commitment to training staff through exposure to IAEA and
international workshops, meetings and committees.

The Safeguards Act - history

The Australian Safeguards Office (ASO) — ASNO’s predecessor — was established in
July 1974. It was not until the commencement of the Safeguards Act on 31 March
1987 that ASO was given a broad legislative foundation to regulate nuclear material,
nuclear-related items, and nuclear-related activities across all sectors, private and
public. The Act established the statutory position of Director of Safeguards, now
known as the Director General of ASNO.

From 1975 to 1987, ASO operated under an administrative order from the minister
with responsibility for the Atomic Energy Act 1953. That Act set the legislative basis for
nuclear activities at the Australian Atomic Energy Commission’s (AAEC) (later to become
ANSTO) facility at Lucas Heights, and hence the basis for regulating AAEC’s compliance
with safeguards obligations under Australia’s safeguards agreement with the IAEA.



A comprehensive review of the Atomic Energy Act led to the replacement of the AAEC
by ANSTO in 1987 and the establishment of the Safeguards Act as the legislative basis
for the implementation of nuclear safeguards and security of all nuclear material and
related equipment and activities in Australia across all jurisdictions; and in doing so
gave a firm legal basis for ASO’s functions, backed up by clearly defined offences.

In 1994 ASO was moved from the Primary Industries and Energy portfolio to the
Foreign Affairs and Trade portfolio, under the Minister for Foreign Affairs. This move
was prompted by the increasing foreign policy attention being given to strengthening
the IAEA safeguards system. There were natural synergies with DFAT’s interests

in international nuclear policy that ASO, with considerable expertise in nuclear
safeguards and security, could more effectively contribute. This move was followed by
the designation of additional functions to the Director of Safeguards: the position of
Director of the Chemical Weapons Convention Office (CWCO); and, the position of the
Director of the Australian Comprehensive Test-Ban Office (ACTBO) — further boosting
the contribution that the Office could make to DFAT’s interests in international security.
In August 1998 the Australian Safeguards and Non-Proliferation Office (ASNO) was
established, combining the functions of ASO, CWCO, and ACTBO. The position of
Director of Safeguards, Director of CWCO, and Director of ACTBO were combined

into the position of Director General, ASNO.

The Safeguards Act has proved versatile for managing the obligations under

Australia’s safeguards agreement and Additional Protocol with the IAEA, bilateral
nuclear cooperation agreements, and the CPPNM. The permit system under the Act
has proven very effective for regulating and administering compliance with Australia’s
treaty obligations in a broad range of industries, including: uranium mines; nuclear
research reactors; enrichment research, and possession of small quantities of

nuclear material at universities, hospitals, and industrial radiography companies.

The flexibility the Safeguards Act and Regulations gives to the permit system
contributed to Australia being the first country in the world to bring an Additional
Protocol into force, on 12 December 1997. Whereas most countries took a few years
or more to bring this strengthened safeguards agreement into force, Australia made
the transition seamlessly rather than requiring any additional laws. Australia’s permit
system was held up as a regulatory good practice model for other states to consider at
the recent joint IAEA, US, EU and Namibia hosted regional seminar on “Good Practices
in the Processing and Control of Uranium Ore Concentrate”, held in Windhoek, Namibia
in April 2012.

The Safeguards Act has only required relatively minor amendments over the last

25 years. In 2003 the Act was amended to strengthen arrangements and offences for
the protection and safeguards of nuclear material, facilities and associated information,
and to introduce a permit requirement for the establishment of any new nuclear facility
in Australia. In 2007 the Act was amended to give legal effect to Australia’s obligations
under the amended CPPNM, to introduce a permit requirement for the decommissioning
of nuclear facilities, and to extend the geographical jurisdiction for some offences. And
in 2012 the Act was amended to align the offences provisions with the International
Convention for the Suppression of Acts of Nuclear Terrorism, which was brought into
force in Australia on 15 April 2012.
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Australian Support to the International Atomic
Energy Agency’s Network of Analytical Laboratories

The IAEA maintains a Network of Analytical Laboratories (NWAL) that supports its
Department of Safeguards in meeting non-proliferation challenges, such as detecting
undeclared nuclear activity through environmental sample analysis and destructive
analysis. An advanced analytical instrument, the large-geometry secondary ion mass
spectrometer (LG-SIMS), is becoming the IAEA’s workhorse for the NWAL, and Australia
will make a major contribution through the decision of the University of Western
Australia (UWA) to add its LG-SIMS and services to the IAEA’s analytical arsenal.

NWAL derives support through Member State Support Programs (MSSP), which provide
financial and technical assistance. Australia has been a part of the MSSP since

1980 and has contributed to the NWAL system for 10 years through the accelerator
mass spectrometer (AMS) facility at the Australian Nuclear Science and Technology
Organisation (ANSTO). In 2012, Australia’s role in NWAL expanded significantly through
the qualification of the LG-SIMS at the UWA’s Centre for Microscopy, Characterisation
and Analysis.

NWAL uses various types of technology to provide analyses on environmental samples
gathered by IAEA inspectors. Environmental sampling is a crucial technical verification
tool in the field of nuclear safeguards. Any human activity that involves nuclear
materials, such as handling uranium and plutonium, leaves tiny, but detectable traces
in the neighbouring environment. When a sample from this environment is analysed,
the traces of nuclear activity provide an indication as to the nature of the activities,
and whether there are any undeclared activities. Environmental sampling is especially
important in safeguards verification of uranium enrichment facilities. During enrichment
operations, uranium particles are released into the environment at very small levels,
and isotopic analysis of these sub-micron particles can reveal signatures of the
enrichment process.

The two most commonly employed techniques for analysing uranium enrichment in
environmental particles use mass spectrometers. Mass spectrometer analysis can
reveal certain isotope anomalies that could suggest activities inconsistent with a
declared nuclear program. The analytical challenge inherent in these analyses consists
of first locating the uranium particles in a background of millions of dust particles,
and then performing the analyses on individual particles with enough sensitivity to
characterise the sample enrichment. Once the uranium particles have been identified,
analysis can determine the abundance of different uranium isotopes within individual
particles. This can provide details of enrichment levels and the specific enrichment
process that was used to enrich the uranium. Furthermore, by performing abundance
analysis on rarer uranium isotopes, LG-SIMS can also help distinguish anthropogenic
uranium from natural uranium feedstock.

Previously, the data quality from the smaller geometry mass spectrometers used in
the NWAL precluded the ability to verify the presence of some particles or produced
inconclusive results. The inability of the smaller instruments to effectively resolve
interferences led to inaccuracies in estimating uranium enrichment, which is the key
to understanding if weapons-grade materials are being produced. Because of the need



for improved data quality and higher sample throughput, in 2007, the Department

of Safeguards at the IAEA called for the inclusion of Cameca IMS 1280 LG-SIMS
laboratories in the NWAL, which has led to the qualification of UWA’s instrument.
LG-SIMS machines have a greater sensitivity to minor uranium isotopes, allowing much
greater fidelity of results. The Cameca IMS-1280 ion probe at UWA combines high
transmission, high abundance sensitivity, and high primary current density to provide
unparalleled capability for in situ stable isotope ratio analyses, which it routinely uses
to measure minute isotopic variations in rocks and minerals.

The LG-SIMS has only recently entered the IAEA’s arsenal of analytical instruments for
uranium particle analysis. There are two LG-SIMS in the NWAL, with the first machine
commencing operations for the IAEA in August 2011. Two more LG-SIMS — one of which
is UWA’s — are expected to come on line during 2012-13.

The University of Western Australia’s large-geometry secondary ion mass spectrometer (LG-SIMS), now part of the
International Atomic Energy Agency'’s analytical arsenal (Photo: University of Western Australia)

UWA will be the first university to become a member of NWAL. Most other members

are government agencies, such as ANSTO, the US Air Force, the Japanese and French
atomic energy agencies, and the European Commission’s Institute for Transuranium
Elements. Overall, there are currently eight members from six countries, the EU and the
UN, performing particle analysis using a range of mass spectrometer instruments.

Not only does the LG-SIMS at UWA provide a crucial technical capability, UNA’s
analysts are recognised by the IAEA for their leading expertise. This means UWA can
assist in developing the analytical techniques for other NWAL facilities to use, thereby
contributing to strengthening the overall NWAL system and the Agency’s ability to
perform verification activities.

The inclusion of the LG-SIMS instrument at UWA represents a crucial resource for the
IAEA’s NWAL that will prove invaluable in assisting international safeguards verification.
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It can provide assistance to the IAEA for some of the more delicate proliferation
challenges in recent years, especially in helping to identify undeclared nuclear activity,
especially uranium enrichment. It demonstrates Australia’s commitment to non-
proliferation objectives and the willingness of Australia’s technical and educational
community to contribute to those objectives, building on the analytical work provided
by ANSTO’s AMS instrument for more than 10 years.

Facing the Proliferation Challenges of
Unconventional Sources of Uranium

Uranium is a relatively common element and, while only a small number of countries
have economically viable uranium deposits, most countries around the world have

a source of extractable uranium associated with other mineral resources. These
recoverable sources of uranium are typically not economic on the basis of uranium
extraction exclusively, but it is possible, and even sometimes economic, to extract the
uranium as a by-product. Known as “unconventional” sources of uranium, they are
typified by low uranium concentrations in a high volume material. A uranium concentrate
can be extracted during the processing of this material or the processing produces

a waste product that contains elevated levels of uranium. This waste material might
then be used as a feed material for a uranium processing plant. Uranium may also be
extracted for environmental reasons from mineral products, process waste or tailings
during processing or during the remediation of mining sites.

Unconventional sources have been used to produce uranium for nuclear purposes for
over 40 years. Uranium was extracted in the 1980s and 1990s from the processing

of phosphoric acid from uranium rich phosphate deposits in Morocco (processed

in Belgium), Canada, Israel, Spain, USA and Taiwan. Processes have also been
demonstrated and patented for the co-extraction or post extraction of uranium in the
milling of rare earth metals, mineral sands and from waste and tailings products from
other mining and milling processes. Even fly-ash from coal fired power stations, which
only has concentrations of up to 30 parts per million of uranium, has been shown to be
a viable source of uranium.

The international trade in processed uranium is already well safeguarded by the
International Atomic Energy Agency (IAEA) and all states with safeguards agreements
are required to report the international movement of nuclear material for tracking
and verification purposes. But this doesn’t cover unprocessed ores and concentrates
containing uranium. However, states with Comprehensive Safeguards Agreements
with the IAEA have specific obligations to report imports and exports of any material
containing uranium, not just nuclear material subject to safeguards, unless the
material is specifically for non-nuclear use. These reporting obligations also apply

to material containing thorium which commonly occurs in the same or similar
unconventional mineral sources as uranium. While these materials primarily have
non-nuclear uses, the fact that uranium could also be extracted from a mineral
product may be overlooked.



It is obviously of concern if material containing recoverable uranium is exported from
one country to another for nuclear use and the export or import of the material is not
reported to the IAEA. The material then may be processed, without the knowledge of
the exporter, for the extraction of uranium for nuclear purposes. This arrangement could
provide unreported feed material for undeclared nuclear fuel cycle activities. This situation
would be compounded by the issue that mining and ore processing activities are not
under safeguards in states with only a Comprehensive Safeguards Agreement. In states
with an Additional Protocol, all plants that produce uranium concentrates, whether they
are processing conventional or unconventional resources, are required to be declared
to the IAEA and are subject to verification and reporting requirements.

Australia has several rare earth and mineral sands deposits that have concentrations
of uranium and thorium above 500 parts per million. Under Regulation 9 of the
Customs (Prohibited Exports) Regulations 1958 permissions are required from

the Minister for Resources and Energy, or authorised person in the Department of
Resources, Energy and Tourism to export controlled ores and concentrates or other
materials that contain more than 500 parts per million of uranium and thorium,
combined. The need to control these exports reflects Australia’s stringent nuclear
non-proliferation requirements, including the need to ensure that Australia’s safeguards
obligations are met with regard to the exports of ores, concentrates and residues
which contain practically recoverable concentrations of uranium and thorium.

Thorium oxide samples (Photo: ASNO)
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ASNO contributes to this export control process by providing technical analysis of the
safeguards risk of the exports based on the type of material being exported, the amount
of contained uranium or thorium and the destination country. Some of Australia’s
bilateral nuclear cooperation agreements require that uranium or thorium from ores

and concentrates from Australia is not extracted for nuclear purposes or that extracted
uranium or thorium becomes subject to the agreement upon extraction. ASNO, through
these agreements, also ensures that any uranium extracted from Australian origin
minerals is under IAEA monitoring and verification, recorded as Australian Obligated
Nuclear Material (AONM) and remains in exclusively peaceful use. ASNO has also
provided training and outreach to regional and international partners to raise awareness
of this issue and assist our partners in appropriately controlling these materials.

Unconventional sources of uranium are generally of low strategic value and low
proliferation risk. But it is important for all states to have oversight and control of
exports of commodities from which nuclear material can be extracted for nuclear
purposes in order to meet IAEA reporting requirements and to assist in maintaining
international security in the peaceful use of nuclear energy. Effort should not be
diverted from safeguarding the later proliferation-sensitive stages of the nuclear fuel
cycle. However, the IAEA and the international safeguards community must remain
vigilant in safeguarding the evolving front end of the nuclear fuel cycle.

National Data Centres and National Approaches
to Verification under the Comprehensive
Nuclear-Test-Ban Treaty

The scientific and technical underpinnings of the CTBT and its verification regime

have long been widely recognised. Data from facilities set up to monitor variously for
acoustic waves and radionuclide particulates and gases are analysed to identify events,
and to determine if an event is nuclear explosive in origin. If the nature of a concerning
event is not fully clear, an on-site inspection could be sought at the event’s location to
gather further data.

To prepare to make that concept operational, the CTBT Organization has been tasked to
establish physical, technical and human infrastructure for the International Monitoring
System (IMS), the International Data Centre (IDC) and for on-site inspections (OSlI).
Strong progress has been made over the last 15 years.

The IMS, IDC and any OSI will be run under the authority of the CTBT Organization, and
are valuable tools for gathering reliable and authenticated verification data. But the task
of analysing that data to judge compliance with the CTBT when it has entered into force
will fall to State Parties. If the CTBT is to be implemented effectively, each State Party
should develop its own technical judgements about any event that appears to have the
characteristics of a nuclear explosion. It will only be on the basis of sound technical
judgements that State Parties can participate effectively in many of the political
processes of the CTBT — such as use of the Treaty’s consultation and clarification or
OSI mechanisms, or dealing with any case of non-compliance. This gives countries a
significant role in verifying the Treaty — more than is the case in relation to, for example,
International Atomic Energy Agency safeguards.



Progress with the development of analytical capability in National Data Centres (NDCs)
has been made by a number of CTBT signatories, but much more remains to be done.
Even before the CTBT has entered into force there are good reasons to establish the
relevant technical capability in order to benefit from civil and scientific uses of IMS
data, such as for disaster management.

Each country may choose the level of effort that its NDC will put into treaty verification.
An NDC may simply examine IDC products, available through subscription or from the
IDC secure website or it may set up a capability to examine events of concern through
the analysis of raw data. The selection of a suitable NDC model is an issue that all
CTBT signatories should be considering sooner rather than later, so that the process
of developing critical technical skills can begin.

Monitoring being undertaken at the Australian hydroacoustic station at
Cape Leeuwin, Western Australia (Photo: CTBTO Public Information - www.ctbto.org)

The CTBT Organization is promoting training and activities that can help to establish
relevant technical capacity in CTBT signatory states. Australia is pleased to contribute
to this work and in May 2010 hosted a workshop in Canberra to promote NDC capacity
in countries in our region. More recently, Australian CTBT agencies have initiated
contacts with some regional countries to assess what more needs to be done to
establish and maintain a sound skill base in NDCs. Advanced technical training and
practical engagement among NDCs were identified as priorities.

Whatever work may be done among the CTBT Organization and technical agencies

of CTBT signatories to promote skills, it will be important that national governments
recognise and support the importance of a sound NDC capacity — even while entry into
force of the treaty may be some time off.
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The Aftermath of the Fukushima Dai-ichi Nuclear
Accident — One Year Later

This was the first time that a natural disaster has led to a serious nuclear accident.

The Tohoku Pacific Earthquake of magnitude 9.0 struck the north-eastern part of Japan
on 11 March 2011. Of the six nuclear reactors at the Fukushima Dai-ichi Nuclear
Power Plant, the three reactors operating at the time shut-down automatically and the
remaining three were already off-line for maintenance at the time of the earthquake.

The tsunami generated by the massive earthquake breached the six metre high
sea-wall and badly damaged the site resulting in the loss of on-site and off-site power.
The diesel generators providing emergency power were damaged by the resulting
inundation less than one hour after the earthquake struck and the three operating
reactors shutdown. When diesel back-up generators failed, battery back-ups powered
the operational site pumps for a limited period of time and when this was expended all
six of the reactors were left without essential power.

The three reactors that had been operating at the time — Units 1, 2 and 3, required
continuous power after emergency shut-down to allow for the reactors to cool down.

In the absence of adequate cooling, temperatures in the reactors increased causing
significant core damage (melting) and pressures to build to unsafe levels with an
increase in explosive hydrogen gas caused by the reaction between the damaged
zirconium fuel cladding and water. Plant engineers attempted to reduce the pressure
and temperature by venting the trapped gases and by injecting seawater, the only
cooling fluid available in large quantities — effectively ruining the reactors. This
improvised cooling, however, failed to prevent a series of hydrogen explosions at Units
1, 3 and 4. The explosions damaged the reactor buildings (Unit 4 suffered the most
serious damage), releasing radioactive material into the environment. The spent fuel
pools continued to heat up requiring additional water to be injected in these to prevent
water levels dropping to the extent that fuel could be exposed to air and catching fire
causing a more significant release of radioactive material.

In the case of the Units 1-3, the aim of cooling was to get the reactors into ‘cold
shutdown’; a state reached when temperatures in the core remain below 100°C and
the pressure reaches equilibrium with the atmosphere. This state represents a relative
degree of stability and the Japanese Government declared this objective as being met
on 16 December 2011.

A nuclear emergency was declared by the Japanese Government on 11 March 2011
and the threat of radioactive release caused the government to order a 20 kilometre
evacuation zone to be set up around the stricken plant the following day. A further
zone extending from 20 to 30 kilometres was declared as an emergency preparedness
evacuation zone in which people were instructed to stay indoors, or to leave and head
for the nearest evacuation centres. Also in March 2011, the Australian Government
and several other countries encouraged their citizens to move out of the area within
80 kilometres of the Fukushima Dai-Ichi Plant as a precaution. By April 2011, some
160,000 people living within a 30-kilometer radius of the Fukushima Dai-ichi Plant,

as well as some outlying areas, had been evacuated from their homes.



Japanese officials initially assessed the accident as Level 4 on the International
Nuclear Event Scale (INES), which was subsequently raised to 5 and eventually to 7,
the maximum scale value indicating an accident causing widespread contamination with
serious health and environmental effects. Prior to Fukushima, the Chernobyl disaster
was the only level 7 accident on record, while the Three Mile Island accident was a
level 5 accident. The Japanese Government estimated the total amount of radioactivity
released into the atmosphere was approximately one-tenth as much as was released
during the Chernobyl disaster. Significant amounts of radioactive material have also
been released into ground and ocean waters. Measurements taken 30-50 kilometre
from the plant showed caesium-137 levels high enough to cause concern, leading the
government to ban the sale of food produced in the area.

Almost all the airborne emissions from the plant took place within the first couple of
weeks. Within a month the rate of emission had fallen by a factor of 10,000.

The Tokyo Electric Company (TEPCO) is now focussed on decommissioning activities
while the various levels of the Japanese Government are now concentrating on
decontamination efforts, so that people evacuated in the early days of the accident
can return home — although decontamination efforts are expected to take a number
of years and at great cost.

The future of nuclear power in Japan awaits consideration of the results of an energy
review and accident investigation reports. Following the Fukushima accident, the
Japanese Government has on several occasions signalled a reduction on the future
reliance of the technology, favouring an increased use of alternative energy sources.
However, the government remains committed to restarting reactors which have been
shut down and stayed off-line following routine maintenance inspections.

On 16 June 2012, Japanese Prime Minister, Yoshihiko Noda, announced the Japanese
Government’s intention to restart reactors 3 and 4 at Kansai Electric Power Co (KEPCO)
Ohi nuclear power plants — noting also the government’s determination to restore trust
in Japan’s nuclear policies and safety regulations. Reactor 3 restarted on 1 July 2012
and was brought to full operation on 9 July 2012. Reactor 4 reactivated on 18 July
2012 and became the second to be restarted since the Fukushima nuclear accident.

Two major investigations into the accident have been commissioned by Japan.

“The Investigation Committee on the Accident at the Fukushima Nuclear Power
Stations of Tokyo Electric Power Company” was formed 7 June 2011 by the Japanese
Government to investigate the causes of the accident and accident damage and to
make policy recommendations for limiting and preventing reoccurrence of similar
accidents. The Investigation Committee issued an interim report in December 2011,
and is expected to issue its final report later in 2012. The second, “The Fukushima
Nuclear Accident Independent Investigation Commission” (NAIIC) by the National Diet,
was established on 8 December 2011 with the mission to investigate the direct and
indirect causes of the Fukushima nuclear incident. The Commission submitted its
report to both houses on 5 July 2012. Both the interim report and that by NAIIC were
critical of the regulatory structures, of TEPCO and the response to the accident in the
hours, days and weeks that followed. The NAIIC chairman, Kiyoshi Kurokawa, declared:
“It was a profoundly man-made disaster — that could and should have been foreseen
and prevented.”

n
m
(@)
—
o
Z
N

210¢-1102 140d3d TVNNNY ONSY SJIdOl LN3ddNnd

25



~
z
9
l—
O
Ll
m

CURRENT TOPICS

ASNO ANNUAL REPORT 2011-2012

26

The Japanese Government decided in mid-2011 to establish a new and more
independent Nuclear Regulatory Authority (NRA) under the Environment Ministry,
combining the roles of Nuclear Industrial and Safety Agency (NISA) and Nuclear Safety
Commission (NSC), and also the monitoring functions of the Education and Science
Ministry. Also, coming under the remit of the Ministry of the Environment will be the
five member Nuclear Regulatory Commission (NRC), which replaces the NSC and

will review the effectiveness of the NRA and be responsible for the investigation of
nuclear accidents. As an expression of its determination to strengthen nuclear safety
regulation, Japan seeks to receive an IAEA Integrated Regulatory Review Service
mission in 2012.

In the aftermath of the accident, IAEA Director General Yukiya Amano dispatched an
International Experts Fact-Finding Mission to the site of the accident, and convened

a Ministerial Conference on Nuclear Safety in Vienna in June 2011. The Ministerial
Conference adopted a Ministerial Declaration that, inter alia, requested the Director
General to develop a draft Action Plan on Nuclear Safety. Developed in intensive
consultation with Member States, the Action Plan on Nuclear Safety was adopted by
the IAEA’s Board of Governors and subsequently unanimously endorsed by the IAEA
General Conference in September 2011. The implementation of the Action Plan started
immediately after its adoption through a wide range of activities.

The full implementation of the Nuclear Safety Action Plan makes a major contribution
towards enhancing nuclear power production safety. The activities undertaken to
implement the Action Plan focus on reviewing, improving and strengthening IAEA
peer reviews, emergency preparedness and response, the effectiveness of national
regulatory bodies and operating organisations, IAEA Safety Standards and their
implementation, the international legal framework’s effectiveness, capacity building,
the effectiveness of communication, information dissemination and transparency,
and nuclear safety research and development.

The accident at the Fukushima Dai-ichi Nuclear Power Plant highlighted the need for
effective communication to states and relevant organisations (such as the IAEA) of
information on emergency incidents. Furthermore, the information must be adequately
detailed and contextualised to allow this information to be interpreted in a way that
ensures an appropriate response. Incomplete information and a poor understanding
of that information at a time of information overload, as is likely to occur during an
emergency, can make it very difficult to identify the key matters requiring an active
and effective response.

Seoul Nuclear Security Summit

The 2010 Washington Nuclear Security Summit was the largest gathering of world
leaders in the US since the 1945 founding of the United Nations. That summit
produced a Communiqué and a Work Plan which confirmed leaders’ commitment to
strengthen nuclear security and reduce the threat of nuclear terrorism through, inter
alia, the application of international conventions, partnerships and threat reduction
programs. Leaders at Washington also agreed to hold a second summit in Seoul

in 2012.



The Seoul Summit was held during 26-27 March 2012 and attended by 53 countries®,
the United Nations, the European Commission and Council, the International Atomic
Energy Agency and Interpol. Australia’s delegation to the Seoul Summit was led by
Prime Minister Julia Gillard. ASNO provided support through Director General ASNO

(as Australia’s Summit Sherpa) and also through ASNO’s Nuclear Security Section.

The Seoul Summit also produced a Communiqué, supporting the Washington
Communiqué, which expanded on specific elements such as information security,
security of radioactive materials, and the safety/security interface. In all, 11 key nuclear
security issues with corresponding specific actions were added to the Communiqué.”

Though not the focus of the Security Summit, leaders made references to the lessons
learned from the Fukushima nuclear accident and how those lessons could also
improve the application of nuclear security.

In addition to national progress reports and national statements, 13 joint statements
or so called “gift-baskets” were presented to the Summit. These statements included
papers on radioactive sources, information security, counter smuggling, transport
security, legislation implementation, nuclear security centres of excellence, and using
low-enriched uranium to produce medical isotopes.

Actions taken by Australia

Prime Minister Gillard during her summit intervention outlined Australia’s fulfilment of
specific commitments made at the Washington Summit.

e Australia ratified the International Convention for the Suppression of Acts of Nuclear
Terrorism on 16 March 2012 (see page 63)

e Australia continued to conduct outreach activities in the Asian region on nuclear
security and led a number of workshops, especially under the Global Initiative to
Combat Nuclear Terrorism

e Australia undertook to host a workshop on IAEA International Physical Protection
Advisory Service (IPPAS) missions in 2012 and host an actual mission in 2013.

Information on Australia’s progress against the Washington Communiqué and Work Plan
is available at http://www.thenuclearsecuritysummit.org/eng-media/speeches_list.jsp

Actions taken by other countries

Following similar actions announced at the Washington Summit a number of countries
announced the completion of nuclear material threat reduction programs. Specifically,
Ukraine repatriated all of its highly enriched uranium (HEU) to Russia, Sweden
repatriated of all of its separated plutonium to USA and the Czech Republic, Mexico
and Vietnam completed the conversion of their research reactors from HEU to low
enriched uranium (LEU). Many states also pledged new contributions to the IAEA
nuclear security fund. Along with Australia, Finland, the Republic of Korea, Romania
and the US volunteered to host IPPAS missions.

6  This includes six new countries that attended for the first time: Denmark, Lithuania, Hungary, Gabon,
Azerbaijan, Romania

7 Outcomes from the Seoul summit can be found on the Seoul Summit web-site
(http://www.thenuclearsecuritysummit.org/eng_main/main.jsp)
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There were 21 ratifications of the 2005 Amendment to the Convention of the Physical
Protection of Nuclear Material (CPPNM) since the Washington Summit, but as of

30 June 2012 another 40 further ratifications were required to achieve entry into force.
The International Convention for the Suppression of Acts of Nuclear Terrorism has
already entered into force, but only 79 States have ratified.
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Leaders at the Seoul Nuclear Security Summit (Photo: Howard Moffat, Auspic)

Netherlands and beyond

Leaders agreed at the Seoul Summit that a third summit will be held in 2014 in
the Netherlands. Looking ahead to that summit, Prime Minister Gillard highlighted
the “need to agree measures to sustain these efforts and make a focus on nuclear
security a permanent feature of what we do”. In particular Prime Minister Gillard
suggested three things to be considered, namely to:

CURRENT TOPICS

e further empower the IAEA to continue its important work

e establish an accountability framework on nuclear security that builds confidence
between nations beyond 2014

e find mechanisms to foster co-operation between governments, industry and
non-government organisations.

ASNO plans to work with key stakeholders domestically and internationally to further
develop these ideas.

ASNO ANNUAL REPORT 2011-2012

Prime Minister Julia Gillard and United States President
Barack Obama at the Seoul Nuclear Security Summit
(Photo: Howard Moffat, Auspic)
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Australia Supports Efforts to Strengthen the
Chemical Weapons Ban: Challenge Inspections
as a Means to Deter Non-Compliance
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The floods which threatened to swamp Bangkok in late October 2011 did not lessen
the resolve of the Technical Secretariat (TS) of the Organisation for the Prohibition
of Chemical Weapons (OPCW) and Thailand to press ahead with a field exercise to
test preparedness to conduct a challenge inspection under the Chemical Weapons
Convention (CWC) and to identify areas for improvement of the OPCW’s capability.

With the support of European Union funds, the challenge inspection field exercise
took place from 31 October to 4 November 2011 at an industrial chemical plant
south-east of Bangkok, and after two years of detailed planning. Australia welcomed
the TS invitation to take on the role of the Requesting State Party (RSP) in the

first such exercise to be hosted in Asia and the sixth conducted jointly with the
OPCW. The Hague Embassy provided significant support which included Australia’s
Ambassador to Netherlands, Neil Mules, handing over the fictitious challenge
inspection request to the OPCW Director-General in The Hague which triggered the
commencement of headquarters’ preparations. ASNO and the Defence Science and
Technology Organisation (DSTO) assisted the OPCW in planning the exercise scenario,
Dr Josy Meyer of ASNO played the role of the Requesting State Observer (RSO) and
DSTO provided ‘reach-back’ support during the conduct of the exercise.

OPCW inspectors collecting a chemical sample (left) and perimeter monitoring (right) in the challenge inspection field
exercise in Thailand, 31 October to 4 November 2011 (Photo: OPCW)

The exercise tested a broad range of activities including: OPCW headquarter activities,
point-of-entry procedures, inspected perimeter negotiations, perimeter monitoring,
inspection activities including sampling and analysis, handling media, and development
of the final inspection report. Several of these activities had never been tested before
in any previous OPCW exercise. Lessons identified and recommendations made by the
independent evaluation team were included in an extensive report, which the TS will
address through future training activities.

2102-1102 140d3d TVNNNY ONSY SJIdOol LN3ddNd
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The RSO role was challenging and illuminating; Dr Meyer was given adequate access to
observe most inspection activities and to make recommendations to the TS inspection
team to ensure that the fictitious concerns raised by the RSP were effectively
addressed and in accordance with the Convention. Australia’s Ambassador to Thailand,
James Wise’s closing remarks at the observer’s program reiterated the importance

of the challenge inspection mechanism, which aims to deter member countries from
considering developing chemical weapons in violation of their treaty obligations,

and Australia’s support for the work of the OPCW through such exercises. Further
information and video footage is available at www.opcw.org.

Key challenges for the TS will be how to ensure the availability of a suitable inspection
team leader and the necessary numbers of appropriately trained inspectors at the
time of a challenge inspection request. It was also clear that more work needed to

be done to ensure greater effectiveness of the mission planning team at the OPCW
headquarters which supports and provides guidance to the Inspection Team.

OPCW Inspection Team, evaluators, exercise planners and the Requesting State Observer (ASNO) together with
Ambassador Uziimc(, Director-General of the OPCW (Photo: OPCW)

Challenge inspections may be initiated only at the request of a State Party to the
Director-General of the OPCW under Article IX of the CWC for the sole purpose of
clarifying and resolving any questions concerning another State Parties’ possible non-
compliance, and will proceed unless blocked by a three-quarter majority vote by the OPCW
Executive Council. In contrast, routine inspections occur regularly, currently at a rate of
219 per year, at declared chemical industry and defence facilities around the world to
check States Parties’ declarations of chemical activities of relevance to the Convention.

Any request for a challenge inspection would not be taken lightly, even though the
purpose of the inspection is a technical transparency measure whereby TS inspectors
collect facts relevant to the concerns raised by the RSP. The OPCW Executive Council is
responsible for drawing any conclusions from the final inspection report, as to whether
there had been any evidence of non-compliance by the inspected State Party or whether
the claims by the RSP could be considered unfounded.


http://www.opcw.org

The fact that no actual challenge inspections have taken place in the 15 years since
entry-into-force of the CWC could be indicative that no significant non-compliance
issues have arisen; or that requests for clarification have been resolved through bilateral
consultations (in accordance with Article IX provisions) or a result of States Parties’
reluctance to use this measure due to their own national considerations. Nonetheless,
the challenge inspection option remains available to States Parties should the need arise.
The resulting potential political and public interest that a challenge inspection would
generate warrants contingency planning and preparations by all stakeholders concerned.
Still many States Parties are not well prepared to receive a challenge inspection.

Periodic exercises in the field as well as table-top exercises and other ongoing training
for inspectors take on a special importance given the lack of real-life experience and
the loss of specialist knowledge through staff turnover. Therefore Australia will continue
to support efforts by the OPCW and States Parties to maintain a high standard of
readiness to conduct an effective challenge inspection.

Celebrating 15 years of the Chemical Weapons
Convention

The CWC is considered by world standards to be a model multilateral and non-
discriminatory disarmament instrument. The CWC mandates the elimination of an entire
category of weapons of mass destruction. It also prohibits the development, production,
acquisition, stockpiling, retention, transfer or use of chemical weapons by all States
Parties. At 30 June 2012, 52,246 metric tonnes, or 75 per cent, of the world’s
declared stockpile of 69,430 metric tonnes of Category 18 chemical weapons had been
destroyed under strict verification by the Organisation for the Prohibition of Chemical
Weapons (OPCW).

The 15-year anniversary of the entry into force of the CWC occurred on 29 April 2012.
This occasion will be celebrated by two events. The first is a high-level meeting
co-chaired by United Nations Secretary-General, Ban Ki-Moon and Director-General
OPCW, Ambassador Uziimcii, on 1 October 2012 as part of the UN General Assembly’s
67th session in New York. The second is a panel discussion on multilateral arms
control and disarmament to be held in The Hague on 3 September 2012 with
invitations extending to think-tanks and non-government organisations as a way of
injecting fresh ideas for discussions on the future of the CWC.

The CWC entered into force on 29 April 1997 and now has 188 member countries.
A key objective of the Convention, which is to destroy all declared chemical weapons
stockpiles no later than 15 years after entry into force, was not met, much to the
disappointment of States Parties. Chemical weapon (CW) possessor States have
nonetheless made substantial progress in eliminating their CW stockpiles and have
expressed renewed commitment to this significant and costly task.

8 Paragraph 16 of Part IV(A) of the Verification Annex to the CWC determines that for the purposes of
destruction of declared chemical weapons they are divided into the following categories: Category 1:
chemical weapons on the basis of Schedule 1 chemicals and their parts and components; Category 2:
chemical weapons on the basis of all other chemicals and their parts and components; Category 3: unfilled
munitions and devices, and equipment specifically designed for use directly in connection with employment
of chemical weapons.
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Speculation and fears about how the passing of the CWC'’s final destruction deadline
would be handled have dissipated in part by a Conference Decision that required
remaining CW possessor States (the Russian Federation, the United States and Libya) to
establish their estimated planned CW destruction completion dates, namely, December
2015, September 2023 and December 2016, respectively. This concession was made
subject to additional reporting, transparency measures and ongoing verification by the
OPCW Technical Secretariat (TS). Iraq is a special case, as it has declared remnants of
chemicals weapons stockpiles remaining from the days of the United Nations Special
Commission. These remnants remain securely stored in two bunkers which have yet to
be characterised and destroyed with the assistance of the TS.

The discovery of undeclared chemical weapons in Libya, as well as civil unrest in the
non-State Party Syria®, which has sparked grave fears of the possible use of chemical
weapons, has brought into focus the importance of universality of this Convention.
Equally, such events foster a greater appreciation of the benefits of the OPCW that
oversees the implementation of the CWC. Access to a professional, independent
organisation such as this, with appropriate technical expertise capable of assisting a
member country when it is faced with the threat or use of CW or investigating alleged
use of CW in a non-State Party when requested by the UN, is paramount. Given the
recent downsizing of the OPCW'’s inspectorate due to the reduced requirement for
verification of destruction, Australia is concerned to ensure that this expertise remains
available to the Technical Secretariat, either in-house or through access to appropriately
trained and experienced inspectors outside the OPCW.

A change in the OPCW’s major focus from destruction to non-proliferation of chemical
weapons will occur over the next 3-4 years given Russia’s estimated completion date
of December 2015 for its remaining demilitarisation activities and the gap of some
years before the construction of new CW Destruction Facilities in the United States
are complete. In the meantime, this provides an opportunity to consider how the
Organisation should be positioned in the future to address changing circumstances
and needs. The report by the advisory panel on the future priorities of the OPCW and
the expert paper with proposals for the restructuring of the OPCW form a good basis
for further discussions to carve out a clear and constructive path ahead during a time
of fiscal constraints and global security risks. Australia is concerned to ensure that the
OPCW continues to have the financial and human resources available to fulfil its core
functions and in particular the verification requirements of the Convention.

In relation to the parallel aim of the Convention to prevent the re-emergence of
chemical weapons, the OPCW has conducted 2,203 inspections of 5,305 declared
chemical and defence facilities in 80 States Parties'® to verify their declarations.

This achievement together with the absence of any challenge inspection requests
provides an increasing measure of confidence that States Parties are not diverting
chemicals for the production of chemical weapons in contravention of their treaty
obligations. Despite this, member countries cannot afford to remain complacent when
100 States Parties still have not confirmed that their legislation covers all key areas
of the Convention as required under Article VIl, and some of these have yet to identify,

9 The eight states not yet party to the CWC are Myanmar, Israel (signed but not ratified), Syria, Egypt, DPRK,
Angola, Somalia and South Sudan.
10 For more information on the status of declarations and inspections in Australia refer to Output 1.5 on p. 76.



regulate and declare all relevant chemical facilities in accordance with Article VI.
Legislation is critical to ensuring the CW ban is enforced to the extent possible in all
member countries and comprehensive declarations create a more level playing field
and fairer distribution of inspection load among those States Parties with developed
chemical industry sectors.

Australia remains at the forefront of efforts to support multilateral disarmament
instruments and the CWC is no exception. Australia will continue to work towards
enhancing the effectiveness of the CWC especially through contributing to discussions
of the Open-ended Working Group in preparation for the 3rd Review Conference on
8-19 April 2013. Australia’s focus will be on measures to strengthen non-proliferation
of chemical weapons through the promotion of effective trade controls (including
through the Australia Group) and law enforcement measures to prevent and combat
illicit trafficking and brokering of chemical weapons and of dual use materials and
equipment that could be used for CW purposes, strengthened and improved efficiency
of verification especially through directing inspections more consistently towards
facilities of high relevance to the CWC, and evaluation of how the inspections of
“other chemical production facilities” might be impacted by developments in science
and technology, including the increasing convergence of biology and chemistry.

Australia’s Uranium Production and Exports

Statistics related to Australia’s exports of Uranium Ore Concentrates (UOC) are listed
in Table 1 below.

TABLE 1: UOC EXPORT AND NUCLEAR ELECTRICITY STATISTICS

Item Data

UOC Exports

Total Australian UOC exports 2011-12 6 917 tonnes
Value Australian UOC exports A$607 million
Australian exports as % world uranium requirements** ~11.0%

No. of reactors (1000 MWe) these exports could power*? ~38

Power generated by these exports ~217 TWh
Expressed as percentage of total Australian electricity production*® ~82%

11 Based on 2012 world requirements of 62,934 tonnes uranium (World Nuclear Association’s World Uranium
Mining, May 2012).

12 Based on a comparison of TWh of nuclear electricity generation and uranium required, for countries
eligible to use AONM. Source: World Nuclear Association’s “World Nuclear Power Reactors and Uranium
Requirements”, http://www.world-nuclear.org/info/reactors (July 2012).

13 Australia’s gross electricity generation in 2011-12 is estimated to be 265 TWh. Source: Australian Energy,
National and State Projections to 2029-30 — Statistical Tables, ABARE Research Report March 2010.
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Australia’s Reasonably Assured Resources (RAR) of uranium recoverable at costs of
less than US$130 per kilogram uranium were estimated to be 1,158,000 tonnes
uranium as at December 2010, which represents 33 per cent of world resources in
this category. This is based on estimates for Australia by Geoscience Australia in
Australia’s Identified Mineral Resources 2011 and for other countries as reported by the
OECD Nuclear Energy Agency in ‘Uranium 2009: Resources, Production and Demand’.
In 2011, the Olympic Dam and Ranger mines were, respectively, the world’s second
largest (6 per cent of world uranium production) and fifth largest (4 per cent of world
uranium production) uranium producers.** Overall, Australia is the third largest uranium
producer after Kazakhstan and Canada.

Worldwide, uranium mining currently provides about 85 per cent of global industry
requirements, with the balance coming from down-blending of excess weapons material,
stockpiles and reprocessing. In 2011 world uranium consumption decreased due

to lower consumption in Japan and Germany associated with the closure of nuclear
capacity following the Fukushima Dai-ichi nuclear accident. It is anticipated that world
uranium consumption will increase in 2012 due to commissioning of new nuclear
generating capacity in China, India, the Russian Federation and Taiwan. Over the longer
term uranium spot prices are expected to be strong due to the forecast increase in
nuclear power worldwide, and uncertainty surrounding the possible extension of the
US-Russia Megatons to Megawatts program, due to expire in 2013. New mines will be
necessary to meet current, as well as future increases in demand.

FIGURE 1: QUANTITY AND VALUE OF AUSTRALIAN UOC EXPORTS
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14 Australian production compared with data on global uranium producers from the World Nuclear Association’s
World Uranium Mining (May 2012) — www.world-nuclear.org/info/inf23.html.
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Australia’s nuclear safeguards policy

The Australian Government’s uranium policy limits the export of Australian uranium
to countries that are a party to the Nuclear Non-Proliferation Treaty (NPT),'® have

an Additional Protocol in force and are within Australia’s network of bilateral

nuclear cooperation agreements. These bilateral nuclear cooperation agreements
are designed to ensure that IAEA safeguards and appropriate nuclear security

are applied, as well as a number of supplementary conditions. Nuclear material
subject to the provisions of an Australian nuclear cooperation agreement is known
as Australian Obligated Nuclear Material (AONM). The obligations of Australia’s
agreements apply to uranium as it moves through the different stages of the nuclear
fuel cycle, and to nuclear material generated through the use of that uranium.
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All Australia’s safeguards agreements contain treaty-level assurances that AONM
will be used exclusively for peaceful purposes and will be covered by safeguards
arrangements under each country’s safeguards agreement with the IAEA.

In the case of non-nuclear-weapon states (NNWS), it is a minimum requirement that
IAEA safeguards apply to all existing and future nuclear material and activities in
that country. In the case of nuclear-weapon states (NWS), AONM must be covered
by safeguards arrangements under that country’s safeguards agreement with the
IAEA, and is limited to use for civil (i.e. non-military) purposes.

The principal conditions for the use of AONM set out in Australia’s safeguards
agreements are:

e AONM will be used only for peaceful purposes and will not be diverted to military
or explosive purposes (here military purpose includes: nuclear weapons; any
nuclear explosive device; military nuclear reactors; military propulsion; depleted
uranium munitions, and tritium production for nuclear weapons)

e |AEA safeguards will apply

e Australia’s prior consent must be sought for transfers to third parties,
enrichment to 20% or more in the isotope 23°U and reprocessing®

e fallback safeguards or contingency arrangements will apply if for any reason
NPT or IAEA safeguards cease to apply in the country concerned

e internationally agreed standards of physical security will be applied to nuclear
material in the country concerned

e detailed administrative arrangements are applied between ASNO and its
counterpart organisation, setting out the procedures to apply in accounting
for AONM

e regular consultations on the operation of the agreement are undertaken

e provision is made for the removal of AONM in the event of a breach of the
agreement.

2102-1102 L40d3d TVANNY ONSY SJIdOl LN3ddNJ

15 On 4 December 2011, the Australian Labor Party changed its National Platform to support an India-specific
exception with regards to being a Party to the NPT.

16 Australia has given reprocessing consent on a programmatic basis to EURATOM and Japan. Separated
Australian-obligated plutonium is intended for blending with uranium into mixed oxide fuel (MOX) for further
use for nuclear power generation.
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Australia currently has 22 nuclear safeguards agreements in force, covering
39 countries plus Taiwan (see Appendix B).%”

Accounting for Australian uranium
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Australia’s bilateral partners holding AONM are required to maintain detailed
records of transactions involving AONM. In addition, counterpart organisations in
bilateral partner countries are required to submit regular reports, consent requests,
transfer and receipt documentation to ASNO. ASNO accounts for AONM on the
basis of information and knowledge including:

e reports from each bilateral partner

e shipping and transfer documentation

e calculations of process losses and nuclear consumption, and nuclear
production

e knowledge of the fuel cycle in each country
e regular reconciliation and bilateral visits to counterparts
e regular liaison with counterpart organisations and with industry

e |AEA safeguards activities and IAEA conclusions on each country.

Australia’s uranium transhipment security policy

For countries with which Australia does not have a bilateral nuclear cooperation
agreement in force, but through which Australian uranium ore concentrates (UOC)
are transhipped, there must be arrangements in place with such states to ensure
the security of UOC during transhipment. If the state is:

CURRENT TOPICS

e a party to the Convention on the Physical Protection of Nuclear Material
(CPPNM)

e has adopted the IAEA’s Additional Protocol on strengthened safeguards

e and acts in accordance with these agreements;

then arrangements on appropriate security can be set out in an instrument with
less than treaty status'®. Any such arrangement of this kind would be subject to
risk assessment of port security.

For states that do not meet the above requirements, treaty-level arrangements on
appropriate security may instead be required.

ASNO ANNUAL REPORT 2011-2012

17 Twenty-seven of the countries making up this total are European Union member states.
18 See page 26 of ASNO’s 2008-09 Annual Report for more details on the establishment of this policy.
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FIGURE 2: CIVIL NUCLEAR FUEL CYCLE
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A characteristic of the nuclear fuel cycle is the international interdependence of facility
operators and power utilities. It is unusual for a country to be entirely self-contained

in the processing of uranium for civil use. Even in the nuclear-weapon states, power
utilities will often go to other countries seeking the most favourable terms for uranium
processing and enrichment. It would not be unusual, for example, for a Japanese utility
buying Australian uranium to have the uranium converted to uranium hexafluoride

in Canada, enriched in France, fabricated into fuel in Japan and reprocessed in the
United Kingdom.

The international flow of nuclear material means that nuclear materials are routinely
mixed during processes such as conversion and enrichment and as such cannot

be separated by origin thereafter. Therefore, tracking of individual uranium atoms is
impossible. Since nuclear material is fungible — that is, any given atom is the same
as any other — a uranium exporter is able to ensure its exports do not contribute

to military applications by applying safeguards obligations to the overall quantity of
material it exports. This practice of tracking quantities rather than atoms has led to
the establishment of universal conventions for the industry, known as the principles
of equivalence and proportionality. The equivalence principle provides that where
AONM loses its separate identity because of process characteristics (e.g. mixing),
an equivalent quantity of that material is designated as AONM. These equivalent
quantities may be derived by calculation, measurement or from operating plant
parameters. The equivalence principle does not permit substitution by a lower quality
material. The proportionality principle provides that where AONM is mixed with other
nuclear material and is then processed or irradiated, a corresponding proportion of
the resulting material will be regarded as AONM.
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OVERVIEW OF ASNO

Goal

The goal of ASNO is to enhance Australian and international security through
activities which contribute to effective regimes against the proliferation of nuclear
and chemical weapons.

Functions

The principal focus of ASNO’s work is on international and domestic action to prevent
the proliferation of nuclear and chemical weapons. Thus, ASNO’s work relates directly
to international and national security. ASNO performs domestic regulatory functions
to ensure that Australia is in compliance with treaty commitments and that the public
is protected through the application of high standards of safeguards and physical
protection to nuclear materials and facilities. ASNO also works to strengthen the
operation and effectiveness of relevant treaty regimes through the application of
specialist knowledge to complex policy problems in technical areas, including treaty
verification and compliance.

The Non-Proliferation Legislation Amendment Act 2003 enabled the offices of the
national authority for safeguards, the national authority for the Chemical Weapons
Convention (CWC) and the national authority for the Comprehensive Nuclear-Test-Ban
Treaty (CTBT) to be formally consolidated under a common title, named the Australian
Safeguards and Non-Proliferation Office (ASNO). The legislation also enabled the

titles of each of the directors of the three national authorities to be combined as the
Director General ASNO. These changes confirmed arrangements that had been in place
informally for several years.

Nuclear Safeguards Functions

The Treaty on the Non-Proliferation of Nuclear Weapons (NPT) is the centrepiece of the
international nuclear non-proliferation regime. Since its entry into force in 1970, the
NPT has become almost universal, with 190 Parties. Only three states — India, Israel
and Pakistan — remain outside the NPT. A fourth — the DPRK — announced its withdrawal
from the NPT in 2003, but the validity of this withdrawal has not been determined.

Under the NPT, non-nuclear-weapon states commit not to acquire nuclear weapons, and
to conclude an agreement with the International Atomic Energy Agency (IAEA) for the
application of IAEA safeguards to all their nuclear material to verify their compliance
with this commitment.

The Nuclear Non-Proliferation (Safeguards) Act 1987

The Nuclear Non-Proliferation (Safeguards) Act 1987 (Safeguards Act), which took effect
on 31 March 1987, forms the legislative basis for ASNO’s nuclear safeguards activities.
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The Safeguards Act gives effect to Australia’s obligations under:
e the NPT
e Australia’s safeguards agreement and Additional Protocol with the IAEA

e agreements between Australia and various countries (and Euratom) concerning
transfers of nuclear items and cooperation in peaceful uses of nuclear energy

e the Convention on the Physical Protection of Nuclear Material (CPPNM)

e the International Convention for the Suppression of Nuclear Terrorism (ICSANT).

The Safeguards Act also establishes a system for control over nuclear material and
associated items in Australia through requirements for permits for their possession and
transport. Communication of information contained in sensitive nuclear technology is
also controlled through the grant of authorities.

The safeguards functions of the Director General ASNO are set out in section 43 of the
Safeguards Act. These include:

e ensuring the effective operation of the Australian safeguards system

e ensuring the physical protection and security of nuclear material and items
in Australia

e carrying out Australia’s obligations under Australia’s safeguards agreement and
Additional Protocol with the IAEA

e carrying out Australia’s obligations under Australia’s nuclear cooperation agreements
with other countries and Euratom

e operating Australia’s bilateral nuclear cooperation agreements and monitoring
compliance with the provisions of these agreements

e undertaking, co-ordinating and facilitating research and development in relation
to safeguards

e advising the Minister for Foreign Affairs on matters relating to the international
nuclear non-proliferation regime and the international safeguards system.

Comprehensive Nuclear-Test-Ban Treaty Functions

Article IV of the Comprehensive Nuclear-Test-Ban Treaty (CTBT) provides that its
verification regime shall be capable of meeting the requirements of the Treaty when it
enters into force. This requires a substantial program of preparation in advance of the
Treaty’s entry into force.

To make the necessary preparations, a Preparatory Commission (PrepCom) was
established in 1997, made up of CTBT States Signatories and supported by a
Provisional Technical Secretariat (PTS). The tasks of the PrepCom include the
establishment of an International Monitoring System (IMS) comprising 337 facilities
around the world and an International Data Centre in Vienna. The PrepCom must also
develop detailed procedures for the operation of these facilities and for the conduct of
on-site inspections where concerns are raised about a possible nuclear explosion.



ASNO is Australia’s designated national authority for the CTBT. This role is one of
liaison and facilitation to ensure that the IMS is established efficiently and relevant
domestic arrangements are in place.

ASNO makes a strong contribution on behalf of Australia to the overall work of the
PrepCom to develop the CTBT verification regime. ASNO also assists DFAT with efforts
to encourage ratification of the CTBT by countries that have not yet done so.

Key CTBT functions include:
e national point of contact for liaison on CTBT implementation

e establishing and maintaining legal, administrative and financial mechanisms to give
effect to the CTBT in Australia

e coordinating the establishment of IMS facilities in Australia, and of measures
to enable Australia to effectively monitor and analyse IMS and other CTBT
verification data

e contributing to the development of Treaty verification, through the PrepCom and its
working groups

e participating in development and implementation of Australian policy relevant to
the CTBT.

Comprehensive Nuclear Test-Ban Treaty Act 1998

The Comprehensive Nuclear Test-Ban Treaty Act 1998 (the CTBT Act) gives effect to
Australia’s obligations as a Party to the CTBT. It prohibits the causing of any nuclear
explosion at any place within Australian jurisdiction or control and establishes a penalty
of life imprisonment for an offence against this prohibition. The CTBT Act also prohibits
Australian nationals from causing a nuclear explosion in any other place.

The CTBT Act requires the Australian Government to facilitate verification of compliance
with CTBT provisions, including the obligation to arrange for the establishment and
operation of Australian IMS stations and the provision of data from these. It provides
the Government with the authority to establish IMS stations and to make provision for
access to them for CTBT monitoring purposes. The CTBT Act makes provision for the
Minister for Foreign Affairs to enter into arrangements with the CTBT Organization to
facilitate cooperation in relation to monitoring stations under Australian control.

Article IV of the Treaty obliges States Parties to allow CTBT inspectors to inspect any
place within their jurisdiction or control in an on-site inspection. The CTBT Act provides
comprehensive powers for inspection arrangements, including the right for inspectors to
gather information, to collect and remove samples, and to apply a range of monitoring
and sensing techniques over a designated area. Access to locations by inspectors is by
consent of the occupier of any premises, or by warrant issued by a magistrate.

The CTBT Act was assented to on 2 July 1998, but was not able to enter into effect,
absent the entry into force of the CTBT, until amended by the Non-Proliferation
Legislation Amendment Act 2003. On 11 June 2004, sections 3 to 9, 48 to 50, 62
to 65, 68 to 72, 74, 75 and 78; and Schedule 1 to the CTBT Act came into effect
following proclamation by the Governor-General. The proclaimed provisions were to:
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e create the offence of causing a nuclear weapons test explosion, or any other
nuclear explosion

e provide a framework for the establishment and operation of IMS facilities in
Australia, and a legal basis for the functioning of Australia’s CTBT National Authority.

Chemical Weapons Convention Functions

The Chemical Weapons Convention (CWC) prohibits the development, production,
acquisition, stockpiling, retention and transfer or use of chemical weapons.

Its verification regime is based on declaration by States Parties of facilities and
activities dealing with particular chemicals, and on confirmation of compliance
through on-site inspections.

ASNO is the focal point in Australia for liaison between domestic CWC stakeholders
such as declared chemical facilities, the Organisation for the Prohibition of Chemical
Weapons (OPCW), and the national authorities of other States Parties.

Through a system of permits and notifications under the Chemical Weapons (Prohibition)
Act 1994 and the Customs (Prohibited Imports) Regulations, ASNO gathers information
from chemical industry including traders, universities and research institutions to
compile declarations that Australia must submit to the OPCW. ASNO has the right to
conduct compliance inspections of relevant facilities in Australia, but such powers

are exercised only in exceptional circumstances. ASNO conducts outreach activities,
including site visits, to promote compliance and to check the accuracy of information
provided by industry.

The OPCW conducts routine inspections of facilities listed in Australia’s CWC
declarations. ASNO facilitates these inspections to ensure Australia’s obligations
are met, and to protect the rights of facility operators.

ASNO promotes effective international implementation of the CWC, particularly in
Australia’s region. It works with the OPCW and other States Parties in the formulation
of verification policy and by providing practical implementation assistance and advice.

Key CWC functions are:
e Australia’s point of contact for liaison on CWC implementation

e dentifying and gathering information on industrial chemical facilities and other
activities required to be declared to the OPCW

e preparing for and facilitating OPCW inspections in Australia

e promoting awareness and effective implementation of the CWC, both domestically
and internationally

e providing technical and policy advice to Government

e administering and developing related regulatory and administrative mechanisms.



Chemical Weapons (Prohibition) Act 1994

The Chemical Weapons (Prohibition) Act 1994 (the CWP Act) was enacted

on 25 February 1994. Division 1 of Part 7 of the CWP Act (establishing

Australia’s national authority for the CWC, and the position of its Director), and
sections 95, 96, 97, 99, 102, 103, and 104 were proclaimed on 15 February 1995.
Other provisions of the CWP Act which expressly relied on the CWC came into effect
on 29 April 1997 when the CWC entered into force. The final parts of the CWP Act,
dealing with routine compliance inspections of Other Chemical Production Facilities,
came into effect on 17 August 2000.
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The CWP Act gives effect to Australia’s obligations, responsibilities and rights as
a State Party to the CWC. In particular, the CWP Act:

e prohibits activities connected to the development, production or use of chemical
weapons, including assisting anyone engaged in these activities, whether
intentionally or recklessly — such offences are punishable by life imprisonment

e establishes permit and notification systems to provide a legal framework for the
mandatory provision of data to ASNO by facilities which produce or use chemicals
as specified by the CWC, so that ASNO can lodge declarations with the OPCW

e provides for routine inspections of declared facilities and challenge inspections of
any facility or other place in Australia by OPCW inspectors to verify compliance with
the CWC, and for inspections by ASNO to verify compliance with the CWP Act

e provides for procedures should another State Party seek clarification concerning
compliance with the CWC at any facility or other place or by any person in Australia.

2l02Z-1102 L40d3d TVNANNY ONSY ONSV 40 M3IIAY3AO

Chemical production facility representative with the OPCW inspection team during a routine industry inspection at
a declared chemical facility in Queensland in May 2012
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Regulations under the CWP Act prescribe procedures and details of other arrangements
provided for in the CWP Act. In particular, the Regulations define conditions that are to

be met by holders of permits issued under the CWP Act, and for granting privileges and
immunities to OPCW inspectors when in Australia to carry out inspections.

The text of the CWC is reproduced in the Schedule to the CWP Act. The manner in
which any powers are exercised under the CWP Act must be consistent with, and have
regard to, Australia’s obligations under the CWC.

Other Functions

South Pacific Nuclear Free Zone Treaty

The South Pacific Nuclear Free Zone (SPNFZ) Treaty, (also known as the Treaty of
Rarotonga) prohibits the manufacture, possession, stationing and testing of nuclear
explosive devices, as well as research and development relating to manufacture or
production of nuclear explosive devices, in any area for which the Signatory Parties
are responsible. The SPNFZ Treaty also bans the dumping of radioactive waste at
sea. Australia ratified the Treaty on 11 December 1986, providing the final trigger
for its entry into force. The treaty has 13 full members: Australia, Cook Islands, Fiji,
Kiribati, Nauru, New Zealand, Niue, Papua New Guinea, Solomon Islands, Tonga,
Tuvalu, Vanuatu, and Samoa.

The SPNFZ Treaty has three protocols. Under Protocol 1 the US, UK and France, are
required to apply the basic provisions of the Treaty to their respective territories in the
zone established by the Treaty. Under Protocol 2, the US, France, UK, Russia and China
agree not to use or threaten to use nuclear explosive devices against any party to the
Treaty or to each other’s’ territories located within the zone. Under Protocol 3, the US,
France, UK, Russia and China agree not to test nuclear explosive devices within the
zone established by the Treaty. France and the United Kingdom have ratified all three
protocols. Russia and China have ratified the protocols relevant to them, Protocols 2
and 3. The US is the only NWS yet to ratify the SPNFZ protocols; however, these were
submitted to the US Senate on 2 May 2011 for advice and consent as part of the
process prior to ratification.

South Pacific Nuclear Free Zone Treaty Act 1986

The South Pacific Nuclear Free Zone Treaty Act 1986 (SPNFZ Act), which came into

force in Australia on 11 December 1986, gives effect to Australia’s obligations,
responsibilities and rights under the South Pacific Nuclear Free Zone Treaty (SPNFZ
Treaty). The SPNFZ Act also establishes the framework for SPNFZ Treaty inspections.
Safeguards inspectors appointed under the Safeguards Act are also inspectors for the
purposes of the SPNFZ Act. These inspectors are to assist SPNFZ Treaty inspectors and
authorised officers in carrying out SPNFZ Treaty inspections and to investigate possible
breaches of the SPNFZ Act.



Operating Environment

FIGURE 3: ASNO’S OPERATING ENVIRONMENT

Minister for Foreign Affairs

Australian Safeguards and Non-Proliferation Office
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Outcomes and Outputs Structure

FIGURE 4: ASNO’S OUTCOMES AND OUTPUTS STRUCTURE

Outcome 1:

Outcome 2:

Australian and international security protected and advanced through activities
which contribute to effective regimes against the proliferation of nuclear and
chemical weapons.

Qutput 1.1

Output 1.2

QOutput 1.3

QOutput 1.4

Output 1.5

QOutput 1.6

Qutput 1.7

Output 1.8

Operation of Australia’s national system of accounting for, and
control of, nuclear material, items and facilities.

Protection of Australia’s nuclear facilities, nuclear material and
nuclear items against unauthorised access and sabotage.
Internationally agreed physical protection standards applied to
Australian Obligated Nuclear Material overseas.

Nuclear material and associated items exported from Australia
under bilateral agreements remain in exclusively peaceful use.

Contribution to the development and effective implementation of
international safeguards and the nuclear non-proliferation regime.

Regulation and reporting of Australian chemical activities
in accordance with the Chemical Weapons Convention, and
strengthening international implementation of the Convention.

Development of verification systems and arrangements in
support of Australia’s commitments related to the Comprehensive
Nuclear-Test-Ban Treaty

Contribution to the development and strengthening of other
weapons of mass destruction non-proliferation regimes.

Provision of high quality, timely, relevant and professional advice
to Government.

Knowledge about Australian’s efforts to prevent the proliferation of weapons of
mass destruction enhanced through public advocacy.

Qutput 2.1

Provision of public information on the development,
implementation and regulation of weapons of mass destruction,
non-proliferation regimes, and Australia’s role in these activities.



Dr Craig Everton (ASNO) at the Australasian Institute of Mining and Metallurgy Annual Conference in June 2012
(Photo: Festival City Photography)
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Plenary Session of the 2nd Asia-Pacific Safeguards
Network Meeting in July 2011, Jeju Island, Republic
of Korea
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Output 1.6: CTBT Implementation
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Output 2.1: Public Information




PERFORMANCE

OUTPUT 1.1: NATIONAL SAFEGUARDS SYSTEM

Operation of Australia's national system of accounting
for, and control of, nuclear material, items and facilities.

Performance Measures

e Australia’s obligations are met under Australia’s safeguards agreement with the IAEA

e Australia’s system of safeguards permits and authorities is administered in a timely
and effective manner

e Australian uranium at mines and in transit accounted for properly

Performance Assessment

International Obligations
Reporting

ASNO met all of Australia’s obligations during the reporting period for the submission
of declarations and notifications on nuclear materials and facilities as required by
Australia’s safeguards agreement with the IAEA.

ASNO reported changes to Australia’s nuclear material inventory to the IAEA on a
monthly basis. These reports are summarised in Tables 2 and 3 below. ASNO audited
and reported on the inventory at the Lucas Heights site of the Australian Nuclear
Science and Technology Organisation (ANSTO), the principal location in Australia of
nuclear material subject to IAEA safeguards, as well as permit holders around Australia
with small quantities of nuclear material. The high number of reports in Table 2
attributed to ‘other locations’ relates to holdings of chemical reagents, mainly held

by universities, and depleted uranium shielding held by industrial radiographers.

TABLE 2: ASNO REPORTS (LINE ENTRIES) TO THE IAEA, 2011-12, BY FACILITY

Facility 2006-07 2007-08 2008-09 2009-10 2010-11 2011-12
ANSTO research laboratories 454 550 588 607 989 1291
HIFAR (defuelled 2007) 66 27 117 8 0 0
ANSTO vault storage 18 18 27 22 26 126
Moata (defuelled 1995) 9 11 10 8 0 0
OPAL reactor 67 60 106 196 381 496
Silex laboratories 59 68 4 S 0 0
Other locations 3252 3024 3286 2948 2940 2 879
TOTAL 3 905 3 758 4 138 3802 4336 4 792
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< TABLE 3: ASNO REPORTS (LINE ENTRIES) TO THE IAEA, 2011-12, BY DATA TYPE
5
I: Inventory Change Report 839 488 589 459 838 1084
tj Physical Inventory Listing 1232 1476 1 550 1584 1541 1551
wn Material Balance Report 152 152 152 136 132 143
Concise Note 1682 1642 1 847 1623 1825 2014
TOTAL 3 905 3 758 4138 3 802 4 336 4 792
Table 4 is a summary of total quantities of nuclear material by nuclear material
category in Australia. Notable changes from the previous year’s totals include an
increase in enriched uranium, from the import of fresh fuel for the OPAL reactor.
TABLE 4: NUCLEAR MATERIAL IN AUSTRALIA AT 30 JUNE 2012
Category [o]1F:111414% Intended End-use
Source Material
Uranium Ore Concentrates (UOC) 1 183 tonnes Export for energy use pursuant
to bilateral agreements
6 tonnes Storage
Ll Natural Uranium (other than UOC) 4 477 kg Research and shielding
§ Depleted Uranium 15 783 kg Research and shielding
; Thorium Ore Residues 59 tonnes Storage/disposal
g Thorium (other than Thorium Ore Residues) 1 924 kg Research, industry
E Special Fissionable Material
'a_J 2 160 636 grams Research, radioisotope production
=2l 4 grams Research
Plutonium (other than 23%Pu) 1 233 grams Research, neutron sources

ASNO ANNUAL REPORT 2011-2012

ASNO and IAEA inspectors during an inspection at ANSTO in May 2012
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Nuclear research and development

ASNO ensured that all IAEA requirements were met during the reporting period with
respect to formal reporting of nuclear research and development in Australia, and
ensured that any associated technology remained in exclusively peaceful use and did
not contribute to any proliferation activity.

TABLE 5: ASSOCIATED ITEMS IN AUSTRALIA AT 30 JUNE 2012

Category Quantity Intended End-use
Associated Material

Deuterium and heavy water 28.8 tonnes Research, reactors
Nuclear grade graphite 83.3 tonnes HIFAR, Moata and storage

Associated Equipment

HIFAR®® 1 Reactor

HIFAR coarse control arms (unused) 5 Reactor components
HIFAR safety rods 3 Reactor components
HIFAR fuel charging and discharging machines 2 Reactor components
OPAL reactor® 1 Reactor

OPAL control rods 13 Reactor components
OPAL control rod drives 6 Reactor components
Silex equipment - Enrichment R&D

Permits and Authorities System

ASNO continued to operate Australia’s State System of Accounting for and Control of
Nuclear Material in accordance with Australia’s safeguards agreement with the IAEA and
national legislation. Administration of this system was carried out in a timely manner.

TABLE 6: STATUS OF SAFEGUARDS PERMITS AND AUTHORITIES AT 30 JUNE 2012

Current

Permit or Authority Total Granted Varied  Revoked Expired
Possess nuclear material 95 S 9 1 0
Possess associated items 14 0 0 0 0
Transport nuclear material 22 0 12 0 2
Transport associated items 0 0 0 0
Establish a facility 0 0 0 0
Decommission a facility 2 0 0 0 0
Communicate information 10 0 0 0 0
contained in associated technology

TOTAL 143 3 21 1 2

19 The ANSTO Board decided to cease operation of HIFAR in January 2007. The reactor was de-fuelled in
May 2007. It is now awaiting decommissioning.
20 Includes, inter alia, the reactor reflector vessel and core grid.
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Notice of all permit changes was published in the Commonwealth Gazette as

required by subsection 20(1) of the Nuclear Non-Proliferation (Safeguards) Act 1987.
Three permits were granted to organisations that possess nuclear material. Three
permits were revoked or expired where the permit holder no longer held or transported
nuclear material. In the past year, 21 permits were varied as a result of changes to
organisational details and approved locations.

ASNO Inspections

During the reporting period, ASNO carried out 18 domestic inspections to ensure

that requirements of permits and authorities were being met. From these inspections,
ASNO found no indication of unauthorised access to, or use of, nuclear materials or
nuclear items. Although ASNO met with ANSTO and Silex during the reporting period
for discussions on permit matters. These visits did not give rise to inspection reports,
hence, these have not been included as part of the statistics on the figures below.

In 2010-11 the inspection effort at ANSTO was 51 per cent of total inspection effort.
In 2011-12 there have been no ASNO inspections at ANSTO though there were two
IAEA inspections that ASNO attended. This decrease is due to a higher than usual
inspection effort in 2010-11 from a detailed audit of ANSTO’s associated technology
holdings (reported in ASNO’s 2010-11 Annual Report), and an increase in 2011-12
in inspections at other locations around Australia such as universities and industrial
radiography companies.

FIGURE 5: NUCLEAR INSPECTIONS BY ASNO, 2011-12, BY TYPE OF PERMIT HOLDER
Inspection Events

TRANSPORT 6%

ASSOCIATED TECHNOLOGY 5%

MINES 11%
OTHER NUCLEAR

MATERIAL HOLDERS 78%




FIGURE 6: NUCLEAR INSPECTIONS BY ASNO, 2011-12, BY EFFORT FOR EACH TYPE OF PERMIT HOLDER
Inspection Effort

TRANSPORT 4%
ASSOCIATED TECHNOLOGY 4%
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OTHER NUCLEAR
MATERIAL HOLDERS 54%

MINES 38%

IAEA Inspections

ASNO ensured that all of Australia’s obligations with respect to IAEA inspections were
met. During the reporting period, the IAEA conducted three routine inventory verification
inspections, four design information verification inspections and one short notice
inventory verification inspection. The IAEA exercised its complementary access rights in
accordance with the Additional Protocol on two occasions (see Table 7).

U

m

TABLE 7: IAEA SAFEGUARDS INSPECTIONS AND COMPLEMENTARY ACCESSES 2011-12 2
(@)

Material Q

Date Facility balance area Type JZ>
25-26 October 2011  Opal Reactor AS-F Short Notice Inventory %
Verification Inspection m

SSL Laboratories AS-G Complementary Access >

28 October 2011 University of Melbourne AS-E Complementary Access ‘£
14-15 May 2012 ANSTO AS-C Routine Inventory Verification o
Inspection )Z>

Design Information Verification b

Inspection =

>

16-17 May 2012 ANSTO AS-F Routine Inventory Verification —
Inspection r;'?I

Design Information Verification o

Inspection o

Py

18 May 2012 ANSTO AS-D Routine Inventory Verification —
; N

Inspection o

Design Information Verification =

Inspection I'\IJ

AS-B Design Information Verification 9

Inspection N
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The IAEA reports the outcomes of safeguards Inspections and complementary access
in Australia in statements under Article 91(b) of Australia’s Safeguards Agreement with
the IAEA and Article 10.c of the Additional Protocol (see Appendix D).

During the reporting period, some small inventory differences were reported to the IAEA.
These were primarily due to re-measurements of batches at various locations (e.g.
hospitals and universities). For the inventory difference in other locations listed below,
0.3 kilograms in natural uranium and 0.05 kilograms in thorium resulted from a few
small jars of chemical reagents not being identified during a permit holder’s physical
inventory taking at the end of the reporting period. There were no inventory differences
at Lucas Heights facilities. Details are provided at Table 8.

TABLE 8: INVENTORY DIFFERENCES RECORDED DURING 2011-12

Difference between
Material Balance Area Book and Physical Inventory Comment

HIFAR (defuelled) none Book inventory equalled the
MOATA Reactor (defuelled) Physical Inventory

ANSTO research laboratories

ANSTO vault storage

OPAL reactor

Silex laboratories

Other locations 2.17 kg Natural uranium Rounding, re-measurement
and items not identified in a

D1 g el Wl physical inventory taking.

0.12 kg Enriched uranium
-0.75 kg Thorium



OUTPUT 1.2: PHYSICAL PROTECTION

Protection of Australia’s nuclear facilities, nuclear
material and nuclear items against unauthorised access
and sabotage. Internationally agreed physical protection
standards applied to Australian Obligated Nuclear
Material overseas.

Performance Measures

e Physical protection of nuclear material, technology and facilities meets Australia’s
obligations under the Convention on the Physical Protection of Nuclear Material
(CPPNM), bilateral agreements and IAEA guidelines

e Australian uranium at mines and in transit is properly protected

e Internationally agreed standards for the physical protection of nuclear material are
applied to all AONM

e Proactive and professional contributions made to the development and
effective international implementation of the CPPNM and associated physical
protection guidelines

Performance Assessment

International and Bilateral Obligations

ASNO'’s inspections of permit holders established that physical protection arrangements
at those facilities were in accordance with Australia’s obligations under the CPPNM,
IAEA guidelines, and relevant bilateral nuclear cooperation agreements. ASNO also met
Australia’s international shipment notification obligations under the CPPNM by notifying
relevant parties of the transhipment of Australia’s uranium ore concentrates.

Domestic Security of Australian uranium

On 13 February 2012, ASNO along with the Australian Maritime Safety Authority
visited the Honeymoon uranium mine before its first export of uranium ore
concentrates (UOC). During that visit, ASNO viewed the packing arrangements for
placing drums of UOC in shipping containers and also confirmed that final security
infrastructure had been installed.

During 10-13 April 2012 ASNO visited the Ranger uranium mine and the Toll NQX
freight storage yard in Darwin. ASNO verified that Energy Resources of Australia Ltd
had completed all required actions arising from ASNO’s previous inspection in 2010,
including changes to the security plan, adjustments to the monitoring system, and
upgrades to lighting arrangements for secure areas.
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Emergency Response Kit at the Toll NOX storage yard in Darwin

Exports of Australian uranium

Reporting by conversion facilities, safeguards authorities and shipping agencies
confirmed that all AONM transferred from Australia safely reached its destination.
The physical protection measures specified for these transfers effectively contributed
to this outcome.

ASNO continued to require exporters to adopt and report on specific procedures to
ensure appropriate levels of physical protection for UOC shipments from Australia to
the port of unloading overseas. These procedures included checking of the physical
condition of the containers and verifying the integrity of the containers and seals at
each port of unloading or transhipment to detect any breaches of physical protection.

Nuclear Security at Lucas Heights

In January 2012, CEO ARPANSA and Director General ASNO jointly issued ANSTO the
terms of reference for security reviews required under the respective licences issued
by ARPANSA and ASNO. In the first stage, the review will cover the OPAL reactor

and associated Molybdenum-99 production facilities with the rest of the site, and
emergency response procedures to be covered in a second stage. This review will be
the first of its type since the OPAL reactor was granted an operating licence and will
take into account revisions in international standards (e.g. IAEA INFCIRC/225) and in
Australia’s Design Basis Threat (see page 61). The first stage of the review was to be
completed in July 2012.



Review of the Design Basis Threat

One of the central concepts in the IAEA INFCIRC/225 is the Design Basis Threat
(DBT) approach to physical protection. The Design Basis Threat (DBT) is a statement
of the intentions and capabilities of an adversary that could be considered a “worst-
case credible threat”. The DBT provides a common basis, at a national level, on which
nuclear facilities design and implement physical protection systems in order to defeat
an adversary with clearly defined capabilities. When security systems are tested and
assessed against the DBT, this approach provides credible assurance of the security of
nuclear materials and facilities against the level of threat specified in the DBT. A DBT
based approach to security is used where malicious acts could cause high radiological
consequences or where significant amounts of nuclear material that could be readily
used in a nuclear explosive device (HEU or separated plutonium) are stored.

The most recent major revision of Australia’s DBT was in November 2002 following
the September 11 terrorist attacks and the 2002 Bali bombings. Since then ASNO
has continued to analyse developments in the global threat environment and assess
the implications for the protection of nuclear materials and facilities in Australia.

The DBT is intended to be a forward looking document and it was timely for a
thorough reassessment of current and potential future threats against Australian
nuclear facilities. Over the last 12 months ASNO has worked with other Australian
Government agencies, including the Australian Security Intelligence Organisation,
Defence and ARPANSA, to review the existing DBT in the context of the current threat
environment, amend the DBT based on changes in the threat environment and finally
issue the new DBT under the relevant ASNO permits. The review was conducted in
accordance with international recommendations on the development and use of a DBT.

IAEA Nuclear Security Guidance Committee and the Nuclear Security Series

In March 2012 the IAEA invited member states to join a newly established Nuclear
Security Guidance Committee (NSGC) to oversee the production of its nuclear security
series of guidance documents in a similar fashion that safety committees oversee

the production of safety standards. While robust consultative processes were in place
to produce individual Nuclear Security Series documents, there was no strategic
member-state body to guide the development of the entire series. Long term, the IAEA
envisages to establish a joint nuclear safety-security commission that will manage both
the nuclear security series and nuclear safety series.

In April 2012, Stephan Bayer, Director Nuclear Security Section was designated as
Australia’s member to the NSGC with Loch Castle of ARPANSA as Australia’s alternate
member. The first meeting of the NSGC was held from 12 to 14 June 2012 at the
IAEA in Vienna. This meeting established the terms of reference for the NSGC, agreed
the review and production process for new Nuclear Security Series documents, and
also agreed transitional arrangements for the production of Nuclear Security Series
documents already part way through a production process. The second NSGC meeting
is scheduled to take place in December 2012 and bi-annually thereafter.
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IPPAS Missions

International Physical Protection Advisory Service (IPPAS) Missions comprise
a team of international experts who assess a State’s system of physical
protection (nuclear security), compare it with international best practices and
make recommendations for improvements. IPPAS missions are conducted on
a voluntary basis and may be facility-specific or cover a State’s entire nuclear
regime. The main output of an IPPAS mission is a confidential report shared
only between the State and the IAEA.
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As of 30 June 2012, the IAEA had conducted 55 missions in 37 countries since
1996. ASNO has asked the IAEA to conduct a mission in late 2013.

Key matters addressed during IPPAS missions are:
e Operation of the State’s nuclear security regime
e Physical protection legislation and regulations

e Licensing and inspections

e |ntegration of other organizations

e Facility implementation of physical protection measures.

Follow-up missions (usually within five years) may be conducted to review the
implementation of recommendations made by the IPPAS team.

Nuclear Threat Initiative Index

On 11 January 2012 the non-government Nuclear Threat Initiative (NTI), published

the Nuclear Materials Security Index providing a baseline assessment of worldwide
nuclear security conditions. Australia was ranked first of 32 countries with weapons
useable material. The NTI Index is a measure of the worldwide nuclear security risk
and assurance and does not measure on-the-ground domestic security arrangements.
Australia’s small holdings of weapons-usable nuclear materials and its consistent high
scoring among all categories, from political stability and requirements for protection

of materials to participation in and commitment to international security regimes,
contributed to the top ranking. Since the index was published Australia has ratified the
International Convention on the Suppression of Acts of Nuclear Terrorism. Australia is
also planning the further export of excess-to-requirements nuclear material to the USA.

PERFORMANCE

Seoul Nuclear Security Summit

ASNO supported Prime Minister Julia Gillard at the Seoul Nuclear Security Summit held
during 26-27 March 2012. The Seoul Summit was attended by 53 countries and five
international/regional organisations. The leaders at the Seoul Summit produced a new
Communiqué to support the Washington Communiqué, and also agreed to hold a third
Summit in 2014 in the Netherlands. Australia was able to deliver on its Washington
Summit commitments and set out its vision for what could be done to sustain efforts
on nuclear security up to the Netherlands summit and beyond. ASNO also attended
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the Nuclear Security Symposium held just before the Summit. Further outcomes of the
Seoul Summit are reported in Current Topics (p 26).

Namibia

Assistant Secretary ASNO (John Kalish) represented Australia at the IAEA-organised
Seminar on Good Practices in the Processing and Control of Uranium Ore Concentrate
Windhoek, Namibia 23-27 April 2012. The purpose of the seminar was to promote a
dialogue between industry, government and international organisations on the regulation
of uranium ore concentrates in Africa. Twelve African countries with current or likely future
uranium mining activities were represented as well as representatives from Australia,
USA, Brazil, Canada, the European Union and Kazakhstan. ASNO’s presentation on its
permit based regulatory system for nuclear safeguards and security was very favourably
received. Details of the Seminar can be found at http://www.aebofnamibia.org/index.php.

Key Nuclear Security Regimes:
Convention on the Physical Protection of Nuclear Material (CPPNM):

The CPPNM is the only legally binding international instrument in the area of
physical protection of nuclear material. It establishes measures related to the
prevention, detection, and punishment of offenses related to nuclear material.

The CPPNM was amended in 2005 to make it legally binding for States Parties to
protect nuclear facilities and to protect nuclear materials domestically as well as in
international transport. Australia played a lead role in that revision process. As of
30 June 2012, 56 states had ratified the amended CPPNM, requiring 40 further
ratifications for the Amendment to enter into force.

International Convention for the Suppression of Acts of Nuclear Terrorism
(ICSANT):

This Convention entered into force in July 2007, and requires, inter alia, all State
Parties ‘to make every effort to adopt appropriate measures to ensure the protection
of radioactive materials’. Australia ratified the Convention on 16 March 2012.

United Nations Security Council Resolution (UNSCR) 1540:

The resolution was adopted in April 2004, establishing binding obligations on
all UN member states under Chapter VII of the UN Charter to criminalise the
proliferation of WMD and enforce effective measures against the proliferation of
WMD, their means of delivery and related materials. In April 2011 UNSCR 1977
extended the mandate of UNSCR 1540 by 10 years until 2021.

Global Initiative to Combat Nuclear Terrorism: (GICNT):

The GICNT is a key forum for multilateral cooperation launched by the United
States and Russia in 2006. Australia is a partner of the GICNT which as of
30 June 2012 has 85 partner nations and four observers (UNODC, IAEA, EU,
and Interpol). The principles of the GICNT aim to encourage international
cooperation and commitment to securing nuclear materials while improving
enforcement and interdiction mechanisms to counter terrorists procuring or
using radioactive or nuclear materials.
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Development of Nuclear Security Guidance for the Uranium Industry

In June 2012 ASNO attended an IAEA-organised consultancy group meeting on
“Nuclear Security for the Uranium Industry”. This followed a similar meeting in
February 2012 at which Australia was represented by an expert from the uranium
industry. These meetings were convened to produce detailed nuclear security guidance
for the natural uranium industry (uranium mining, milling and conversion) since current
IAEA guidance merely specifies that “prudent management practices” should apply.
Experiences shared at the Namibia Seminar on Good Practices in the Processing

and Control of Uranium Ore Concentrate (see page 63) and the expert advice from
countries experienced in the uranium industry were used to form the outline of an
interim nuclear security guidance document that can be road-tested ahead of the longer
term goal of producing an Implementing Guide and possibly other technical guidance
under the IAEA’s Nuclear Security Series. A further meeting of the consultancy group is
planned for October 2012.



OUTPUT 1.3: BILATERAL SAFEGUARDS

Nuclear material and associated items exported
from Australia under bilateral agreements remain
in exclusively peaceful use.

Performance Measures
e AONM is accounted for in accordance with the procedures and standards prescribed
under relevant bilateral agreements

e Implementing arrangements for the bilateral agreements are reviewed and revised
as necessary to ensure their continuing effectiveness

Performance Assessment

Australian Obligated Nuclear Material

On the basis of reports from bilateral treaty partners, other information and analysis,
ASNO concluded that all AONM is satisfactorily accounted for. Based on ASNO’s
analysis of reports and other information from counterparts on AONM located overseas,
ASNO concludes that no AONM was used for non-peaceful purposes in 2011.

TABLE 9: SUMMARY OF AONM BY CATEGORY, QUANTITY AND LOCATION AT 31 DECEMBER 2011**

Category Location Tonnes??

Depleted Uranium Canada, European Union, Japan, Republic of Korea, 110 079
United States

Natural Uranium Canada, China, European Union, Japan, Republic of 24 035
Korea, United States

Uranium in Enrichment European Union, Japan, United States 22 139

Plants

Low Enriched Uranium?® Canada, European Union, Japan, Republic of Korea, 15 341
Mexico, Switzerland, Taiwan, United States

Irradiated Plutonium?* Canada, European Union, Japan, Republic of Korea, 148
Mexico, Switzerland, United States

Separated Plutonium?® European Union, Japan 1.6

TOTAL 171 744

The end-use for all AONM is for the production of electric power in civil nuclear reactors
and for related research and development. AONM cannot be used for any military purpose.

21 Figures are based on yearly reports to ASNO in accordance with Australia’s bilateral agreements and other
information held by ASNO.

22 All quantities are given as tonnes weight of the element uranium, plutonium or thorium. The isotope weight
of 2*°U is 0.711% of the element weight for natural uranium and from 1 to 5% for low enriched uranium.

23 An estimated 80-90% of Australian obligated low enriched uranium is in the form of spent reactor fuel.

24 Almost all Australian-obligated plutonium is irradiated, i.e. contained in irradiated power reactor fuel or
plutonium reloaded in a power reactor following reprocessing.

25 Separated plutonium is plutonium recovered from reprocessing, before return to reactors for re-use in reactors
for further power generation. This plutonium is used for reactor fuel after being mixed with uranium — termed
mixed oxide (MOX) fuel. A significant proportion of Australian obligated separated plutonium is stored as MOX.
Separated plutonium holdings fluctuate as plutonium is fabricated as MOX fuel and returned to reactors. On
return to reactors the plutonium returns to the “irradiated plutonium” category.
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TABLE 10: SUPPLY OF AUSTRALIAN URANIUM TO CUSTOMERS DURING 2011 - AS DELIVERED TO
CUSTOMERS’ CONVERTER ACCOUNTS

Region Tonnes UOC (U,0,) % of Total
Asia 3 Bl 48.5
Europe 1871 25.7
North America 1874 25.8
TOTAL 7 276 100.0

Note: This table does not include material (Australian and non-Australian obligated) which has been loaned

to, or purchased by, Australian uranium producers overseas to meet contractual delivery obligations due to

shortfalls in production. When deliveries of loaned and purchased quantities are taken to account, uranium
was delivered by Australian uranium producers to customer converter accounts during 2011 in the following
proportions: North America — 39.5%, Europe — 20.3%; and, Asia — 40.2 %.

TABLE 11: SUMMARY OF AONM TRANSFERS, 2011

Conversion Canada 898
China 657
European Union?’ 1 833
United States 2 596
Enrichment European Union 670
United States 564
Fuel Fabrication Japan 88
Republic of Korea 41
United States 122
European Union 26
Reactor Irradiation Japan 22
Taiwan 0

The shipper’s weight for each UOC consignment is entered on ASNO’s record of AONM.
These weights, subject to amendment by measured Shipper/Receiver Differences, are
the basic source data for ASNO’s system of accounting for AONM in the international
nuclear fuel cycle. ASNO notifies each export to the safeguards authorities in relevant
countries. In every case, those safeguards authorities confirmed to ASNO receipt of the
shipment. ASNO also notified the IAEA of each export to non-nuclear weapon states
pursuant to Article 35(a) of Australia’s safeguards agreement as well as to nuclear-
weapon states under the IAEA’s Voluntary Reporting Scheme. Receiving countries
similarly reported receipts to the IAEA.

26 Figures are for transfers completed between jurisdictions from 1 January to 31 December 2011. Figures do
not include transfers of AONM made within the fuel cycle of a state (or of Euratom), return of heels (residual
UF6 remaining in cylinders), or damaged product.

27 Includes transfers from Cameco Corp (Blind River, Canada) to Springfields Fuels, Ltd (United Kingdom).



Bilateral Agreements

Reporting

Reports from ASNO’s counterpart organisations were mostly received in a timely
fashion and in the agreed format, which enabled analysis and reconciliation with
ASNO'’s records. Figures provided in Table 9 and Table 11 are based on ASNO’s
analysis of all available information at the time of publication.

Australia-Euratom Nuclear Cooperation Agreement

The original nuclear cooperation agreement between Australia and the European
Atomic Energy Community (Euratom) that entered into force on 15 January 1982 was
due to expire on 15 January 2012. Australia and Euratom negotiated a new nuclear
cooperation agreement, which came into force on 1 January 2012. On 1 May 2012,
Director General ASNO and Mr Philip Lowe (Director General for Energy, European
Commission), signed the Administrative Arrangements underpinning the Agreement
bringing the new Administrative Arrangements into effect.

Australia-United Arab Emirates Bilateral Negotiations

The Australian Government and the United Arab Emirates (UAE) have finalised
negotiations on a nuclear cooperation agreement and are seeking signature of the
agreement?®. The agreement meets Australia’s strict safeguards and non-proliferation
policy requirements on uranium supply.

Director General ASNO Robert Floyd and United Arab Emirates (UAE) Permanent Representative to the IAEA
Ambassador Hamad Al Kaabi in the UAE during the negotiations to establish a nuclear cooperation agreement

28 The Agreement between Australia and United Arab Emirates (UAE) for Nuclear Cooperation in the Peaceful
Uses of Nuclear Energy was signed by the Australian Foreign Minister Senator the Hon Bob Carr and the
UAE Foreign Minister His Highness Sheikh Abdullah on 31 July 2012 in the UAE.
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Multilateral Meeting on Nuclear Cooperation Agreements

In October 2011, Australia participated in a meeting with Canada, Euratom and

the US on bilateral nuclear cooperation agreements. The group has met annually

since January 2008, and has developed a “document of common understandings”

with regard to administration of obligation accounting and transfers of nuclear and
non-nuclear material, equipment, components or technology pursuant to bilateral
nuclear cooperation agreements. The document describes content of “administration
arrangements” that outline the practical application of nuclear cooperation agreements.

Director General ASNO at a nuclear facility in Russia in October 2011



OUTPUT 1.4: INTERNATIONAL SAFEGUARDS
AND NON-PROLIFERATION

Contribution to the development and effective
implementation of international safeguards and the
nuclear non-proliferation regime.

Performance Measures

e Contribute to the strengthening of international safeguards in ways that advance
Australia’s interests

e Contribute to policy development and diplomatic activity by the Department of
Foreign Affairs and Trade (DFAT)

e Contribute to the IAEA’s Standing Advisory Group on Safeguards Implementation
(SAGSI)

e Manage the Australian Safeguards Support Program (ASSP)

e Cooperate with counterparts in other countries in the strengthening of international
safeguards and improvement of domestic safeguards implementation

e Provide advice and assistance to the Australian Intelligence Community in support
of national and international non-proliferation efforts

e Manage ASNO’s international outreach program

e Assess developments in nuclear technology

Performance Assessment

Strengthening International Safeguards

ASNO took an active role in the development and effective implementation of
international safeguards during the reporting period. ASNO remained actively engaged
with the IAEA at both management and operational levels, and participated in

the Australian delegation to the IAEA Board of Governors and General Conference
meetings in September 2011. During the General Conference, ASNO assisted

with the safeguards resolution negotiations.

ASNO also continued to be well informed of developments and emerging issues in
safeguards. As such, ASNO has made a number of presentations during the reporting
period at international conferences to assist in explaining and supporting the work of
the IAEA. ASNO also assisted the IAEA with its communication strategy, particularly the
IAEA’s work on strengthening procedures for safeguards implementation and evaluation,
by providing opportunities for the IAEA to present at the broad community of states that
attended the Asia-Pacific Safeguards Network (APSN) plenary in July 2011. This type of
active engagement with the IAEA ensured that ASNO’s work program remained relevant
to the international non-proliferation agenda.
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ASNO assessed that the IAEA safeguards system effectively fulfilled its task of
verifying the non-diversion of significant quantities of nuclear material subject to

IAEA safeguards. The IAEA has ongoing concerns about inadequately developed
State Systems of Accountancy and Control (SSAC) in some states; this is an ongoing
safeguards implementation issue. ASNO continues to address this important matter
by working with regional and international counterparts to develop the skills and
capacity of regional safeguards authorities through training and support.

ASNO has worked with APSN to complete a paper on the fundamentals and good
practices for safeguards regulatory authorities, which will serve as a valuable
resource for states in the region and more broadly. The paper describes safeguards
implementation experiences and lessons learnt from the perspective of the community
of Asia-Pacific nations that make up APSN. Further, this paper will also serve as

an example to promote good safeguards implementation practices internationally

and will complement and support the work in the IAEA to develop new safeguards
implementation guidelines.

=

: o
k and APSN (Asia-Pacific Safeguards Network) Meeting )

Date = July 5=7, 2011 Venwe : Jaju islard, Ramaca Hotel  Sponsor @ MEST EC Haosl : KINAC

Participants at the 2nd Asia-Pacific Safeguards Network Meting in July 2011, Jeju Island, Republic of Korea

Contribution to DFAT policy development and diplomatic activity

ASNO has provided key contributions to policy development and diplomatic activities by
providing analysis and advice.

ASNO has a close and supportive working relationship with the Australian Mission in
Vienna, particularly with the Australian Ambassador in the role of Australian Governor
on the IAEA Board of Governors. ASNO plays a major role in providing the Mission with
specialist advice on multilateral and country-specific issues, such as safeguards and
the Comprehensive Nuclear-Test-Ban Treaty. ASNO also provides advice on IAEA reports
and current issues such as Iran and the DPRK. ASNO analyses are shared with the
IAEA Secretariat and with like-minded governments represented in Vienna and other
key capitals and are held in high regard for their specialist expertise in examining often
complex safeguards issues.



Internatienal Atomsic Enengy Agoncy

Australia’s Ambassador to Austria Michael Potts at the IAEA Ministerial Conference in 2011

IAEA Standing Advisory Group on Safeguards Implementation

SAGSI is the international group of experts appointed by and advising the IAEA
Director General on safeguards implementation issues. It has been in place since the
late 1970s, and safeguards specialists in ASNO (and its predecessor the Australian
Safeguards Office) have been on SAGSI for most of this time. During the reporting
period Dr Craig Everton stepped down from his position on SAGSI (finishing with the
74th series of SAGSI meetings in late 2011) and was replaced by Director General
ASNO for 2012.

Topics examined by SAGSI during the reporting period included:

e the long-term strategic plan of the IAEA Department of Safeguards, including the
conceptual framework for safeguards implementation®®

e development of state-level approaches to support the evolution of the IAEA’s
state-level concept (see report on the state-level concept on page 15 of ASNO’s
2010-11 Annual Report)

e a draft IAEA safeguards implementation policy paper on the composition and
purity properties of uranium at the front end of the fuel cycle (such as uranium
ore concentrates) that meet the requirements for the application of full safeguards
under comprehensive safeguards agreements

e a draft guideline on safeguards implementation practices for states with a Small
Quantities Protocol addendum to their comprehensive safeguards agreement

29 During the development by the IAEA of the state-level concept some terminology has evolved. The SAGSI
review work described in ASNO’s 2010-11 Annual Report (p. 65) as examining the “conceptual framework
for making the IAEA safeguards system fully information-driven” is the same as work described here as
examining the “conceptual framework for safeguards implementation”.
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e revising the process for preparing the IAEA’s safeguards statements that follow
each verification activity

e draft guidelines on the determination of the decommissioned status of nuclear
facilities under safeguards

e the changes to the quality assurance role of the Section for Effectiveness
Evaluation in the IAEA Department of Safeguards

e changes to the annual IAEA Safeguards Implementation Report (SIR).

In April 2012 ASNO hosted a SAGSI working group meeting in Darwin, Northern
Territory. SAGSI holds two working group meetings each year, and typically one is hosted
by one of the SAGSI members, and the other hosted by the IAEA. The meeting was
attended by all nine members of the SAGSI Working Group and three representatives
from the IAEA’s Division of Safeguards Concepts and Planning.

The working group meeting included a tour of the Ranger uranium mine, focussing

on the uranium production and accountancy processes. ASNO is very grateful to
Energy Resources of Australia Ltd, operators of the mine, for making the mine and

key staff available for what was a very worthwhile tour. Having a uranium mine tour
during this series of SAGSI meetings was timely given the policy paper on uranium ore
concentrates described above has the potential to change the way IAEA safeguards are
implemented at uranium mines.

Australian Safeguards Support Program

The resources available to the IAEA are not sufficient to allow all necessary
safeguards research and development programs to be conducted ‘in-house’.
Safeguards are an evolving discipline and the Australian Safeguards Support Program
(ASSP) assists the IAEA develop the concepts, equipment and procedures needed

to meet new challenges in a cost-effective way. The ASSP comprises collaborative
work with ASNO, ASNO’s counterparts and expert groups on a number of safeguards
projects formally agreed with the IAEA. ASNO is the national manager for the ASSP,
coordinating activities with other Australian agencies as well as undertaking several
tasks internally. These projects are outlined below.

Re-examination of basic safeguards implementation parameters

This project remains open, but there were no activities during the reporting period.

Analytical services for environmental sampling

Environmental sampling is an important safeguards measure that enhances the IAEA’s
capability to detect undeclared nuclear activities. Work on this important project by
ANSTO is ongoing.

Experimental investigation of behaviour of trace elements in uranium during the
concentration and conversion processes
While the project is ongoing there was no significant progress during the reporting

period. Discussions were held with the IAEA Task Officer on the best way to advance
this project.



Use of multi-sensor data for monitoring and detecting signatures relevant to the
nuclear fuel cycle

This project remains open, but there were no activities during the reporting period.
Updates to fuel cycle manuals

The IAEA is revising the training manuals for use by their nuclear inspectors.
These training manuals include details of uranium mining operations. Australia
was requested to provide updated information on types of uranium deposits and
overviews of mining and metallurgical processing of uranium ores to be included
in these manuals. In response to a request from ASNO, Geoscience Australia
completed three comprehensive overviews on the subjects of:

e Uranium Ores, minerals, and deposits
e Uranium mining

e Uranium milling and metallurgy.

These overviews contain information on the latest Australian and international
developments in technology for mining and processing uranium ores. The overviews
also include material on the distribution and behaviour of thorium in uranium ores.
ASNO provided this material to the IAEA in October 2011.

The overall task remains open.

Proliferation Analysis Workshop

The fifth Proliferation Analysis Workshop was conducted by the ASSP from

8 to 10 May 2012 in Vienna. The workshop participants were drawn from the support
and operations divisions of the IAEA Safeguards Department. The Australian team
consisted of one analyst from the Department of Defence and one from the Office

of National Assessments. The Australian Permanent Mission to the IAEA actively
supported the running of the workshop. The focus of the workshop was proliferation
analysis. Participants explored not just analytical tools, but also the techniques for
combining information from disparate sources to provide an overall picture of the
objects of study. The IAEA considers that these workshops enhance the analytical
culture, information exchange and capabilities of the support and operations Divisions.

All source information analysis for safeguards purposes

This project remains open, but there were no activities during the reporting period.

New Australian Safeguards Support Program tasks in the reporting period

Network of analytical laboratories

The University of Western Australia (UWA) has become a member of the IAEA’s network
of analytical laboratories. UWA will make available analyses of environmental samples
by large geometry secondary ion mass spectrometer (see Current Topics on page 18).
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Cooperation with other States Parties

ASNO has close and long-standing relationships with nuclear safeguards and security
agencies and practitioners in several countries in and outside the region with nuclear
power plants, or plans for nuclear power such as China, Indonesia, Japan, Malaysia,
Republic of Korea, Philippines, Thailand, Vietnam, the United States and others.
During the reporting period ASNO actively worked to maintain and reinforce these
relationships through both high-level and operational-level discussions and also
through projects under the Asia-Pacific Safeguards Network.

ASNO staff presented papers at the July 2011 Institute of Nuclear Materials
Management (INMM) Annual Meeting in Palm Desert, California and the October
2011 joint INMM and ESARDA (European Safeguards Research and Development
Association) safeguards meeting in Aix-en-Provence, France. ASNO’s papers (listed in
appendix G) were aimed at contributing to and influencing the concepts underpinning
current developments in the IAEA to evolve the way it does safeguards implementation
and evaluations.

International Outreach

ASNO continued its international outreach activities to assist countries in the region
with the fulfilment of their non-proliferation safeguards and physical protection
obligations. Assistance and training have been provided to professionals in a range
of countries over the past 12 months including lecturing and assisting in international
State System of Accountancy and Control training courses in Tokai, Japan (December
2011), Beijing, China (September 2011) and in Commodity Identification Training

for the Additional Protocol in Bangkok, Thailand (May 2012) and ASNO assisted the
International Security Division of DFAT in an export control workshop in Malaysia
(April 2012).

ASNO is working with DFAT and the IAEA towards achieving actions agreed at

the 2010 NPT Review Conference including having all States Parties to the NPT
conclude and bring into force Comprehensive Safeguards Agreements and Additional
Protocols and, for those states with limited nuclear activities, amendments to Small
Quantities Protocols.

ASNO has also taken steps, in cooperation with the IAEA, to work with some African
countries to promote effective safeguards, nuclear security and export control oversight,
particularly in those African countries with developing uranium mining interests. ASNO
attended the IAEA-organised Seminar on Good Practices in the Processing and Control
of Uranium Ore Concentrate in Windhoek, Namibia, which promoted dialogue between
industry, government and international organisations on the regulation of uranium

ore concentrates (UOC) in Africa. Twelve African countries with current or likely future
uranium mining activities were represented.

In March 2012 the International Security Division of DFAT organised and hosted an
ASEAN Regional Forum Inter-sessional Meeting on Non-Proliferation and Disarmament
in Sydney. ASNO and ANSTO worked with the IAEA to design and demonstrate a mock
IAEA verification exercise of the OPAL reactor, focussing on the types of activities the
IAEA would conduct during a complementary access visit under the Additional Protocol.



The purpose of this demonstration was to help explain and demystify this important
verification element of the Additional Protocol to assist those states that have not yet
brought the Additional Protocol into force to make the decision to do so.

An initiative that has made a major contribution to ASNO’s ongoing efforts to improve
and strengthen the non-proliferation regime in the Asia-Pacific region, is the Asia-
Pacific Safeguards Network (APSN), which is chaired by the Director General ASNO.
The objective of APSN, established in 2009, is to improve the quality, effectiveness
and efficiency of safeguards implementation in the Asia-Pacific region, which has
provided ASNO with an opportunity to enhance its cooperation in areas such as
training, professional development and the sharing of experiences. For example,
ASNO is coordinating the work of APSN’s safeguards infrastructure, implementation
and awareness-raising working group.

ASNO contributed a team member to an IAEA SSAC Advisory Service mission in
Kazakhstan in October 2011, specifically to advise on safeguards practices with
respect to uranium mining.
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OUTPUT 1.5: CWC IMPLEMENTATION

Requlation and reporting of Australian chemical
activities in accordance with the Chemical Weapons
Convention, and strengthening international
implementation of the Convention.

Performance Measures
e Australia’s obligations under the Chemical Weapons Convention (CWC) are met

e Effective regulation of CWC-related activities in Australia, involving the chemical
industry, research and trade

e Contribute to strengthening CWC verification and implementation, including through
cooperation with the Organisation for the Prohibition of Chemical Weapons (OPCW)
and with CWC States Parties

e Contribute to enhancing regional CWC implementation through targeted outreach

Performance Assessments

Meeting CWC Obligations

ASNO maintained Australia’s strong record of performance in meeting its CWC
obligations. Comprehensive and timely annual declarations and notifications were
provided to the OPCW as follows:

e declaration of imports and exports of CWC-Scheduled chemicals and of the
42 facilities with CWC-relevant chemical production, processing or consumption
activities during 2011 (declared in March 2012)

e Article VI declaration of anticipated activities at six CWC-Scheduled chemical
facilities during 2012 (declared in September and October 2011)

e Article X, paragraph 4, declaration of Australia’s national programs for protection
against chemical weapons (declared in April 2012)

e \Verification Annex, Part IV(B) submission confirming the completion of destruction
in April to May 2011 of 144 old chemical weapon (OCW) projectiles containing
sulphur mustard, of US origin, using CH2MHill TCD-60 Controlled Detonation.

This occurred at Columboola, Queensland, a remote, former WWII ammunition
depot. The munitions were excavated in preparing the site for coal mining in 2009

e \Verification Annex, Part IV (B) submission of the recovery and disposal plan for two
empty, unusable WWII 250Ib LC Bombs (which no longer had base plates), of UK
origin, discovered in the Northern Territory

e responses to OPCW Third Person Notes including routine clarification of the
operational status of chemical plants



e responses to OPCW questionnaires regarding Australia’s implementation of
Conference Decision C-14/DEC.4 “Guidelines Regarding Low Concentration Limits
for Declarations of Schedule 2A and 2A* Chemicals” and a survey on “Electronic
Transmission of Article VI declarations”

e routine responses to OPCW notifications and amendments/corrections to inspector
details and deletions or additions to the OPCW inspectorate.

Since 1997, the OPCW has conducted 41 Article VI routine facility inspections in
Australia in accordance with the provisions under the CWC. In the reporting period,
ASNO facilitated four routine OPCW inspections at declared chemical facilities in
Australia. Three inspections were conducted at ‘Other Chemical Production Facilities’
and the fourth at a facility processing Schedule 2 chemicals. All inspections proceeded
smoothly and received excellent support and cooperation from industry. The OPCW
inspection team verified Australia’s declarations as well as the absence of undeclared
CWC-Scheduled chemical production, in accordance with the inspection mandates.

ASNO and OPCW inspectors with site representatives during a routine OPCW inspection at a chemical plant in Victoria

In October 2011 two OCW were discovered by a local historian at a former army
camp, now public property, in Lee Point, Northern Territory. The munitions were
partly buried vertically and used as a ground anchor point for fence poles. Defence
recovered the OCW and identified them as 250Ilb LC Bombs most likely to have been
manufactured in 1941 and designed to contain a chemical agent fill either phosgene
or mustard. These World War Il munitions were empty and deemed as unusable due
to their corroded state and lack of a base plate. ASNO declared them to the OPCW in
accordance with the CWC.
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Empty and unusable 250Ib LC Bombs, of UK origin, buried after WWII in the Northern Territory which were declared
to the OPCW.

Legislation and Regulation

The permit systems under the Chemical Weapons (Prohibition) Act 1994 and Regulation 5J
of the Customs (Prohibited Imports) Regulations 1956, continued to operate well.

Table 12 provides statistics for permits issued during the reporting period (1 July 2011
to 30 June 2012).

TABLE 12: PERMITS FOR CWC-SCHEDULED CHEMICAL FACILITIES AND IMPORTERS

Permits New Permits
CWC- at Permits Re-lssued not Import
Scheduled CW(P) 30 June issued Permits relssued Permits
Chemicals Act 1994 Type 2012 2011-12 2011-12 2011-12 2011-12
Schedule 1 s19(4) Production 1
(Protective)
s19(5) Production 10 1 0
(Research)
s19(6) Consumption 10 2 2
Schedule 2 s18(1) Processing g 3 2 2
58
Schedule 3 s18(1) Production 3



Cooperation with the OPCW and CWC States Parties

ASNO continued to provide ongoing technical and policy guidance in preparation
for OPCW Executive Council meetings, industry cluster meetings and informal
consultations. Issues under discussion during the reporting period included:

e Article VI revised policy guidelines (Industry Inspections)
e enhancing the site selection methodology for Other Chemical Production Facilities

e proposed Sampling and Analysis inspections of Schedule 3 and Other Chemical
Production Facilities

e the OPCW tenure policy

e report of the Advisory Panel on Future Priorities of the Organisation for the
Prohibition of Chemical Weapons

e report by an External Consultant on the Structure of the Technical Secretariat and
the Functions of Its Posts

e practice Challenge Inspection Exercises
e Chemical Weapons Production Facilities Converted for Peaceful Purposes
e CWC universality

e the final extended deadlines for chemical weapons destruction

Increased numbers of declared facilities in Asia and Latin America have resulted in an
increase in the number of States Parties and facilities eligible to receive inspections
under the CWC. The Executive Council of the OPCW agreed a revised policy for Article
VI inspections in October 2011 with implementation commencing in January 2012.
The revised policy will see the total number of Schedule 1, Schedule 2 and Schedule
3 facility inspections remain relatively stable. The number of inspections at Other
Chemical Production Facilities (OCPF) is likely to increase. However, inspections will be
limited to the maximum number per year in any one State. Difficulties are likely to arise
in the implementation of the new guidelines due to the limited increase in the number
of OCPF inspections for 2012. As such, the revised OCPF site selection methodology
guidelines will not be met until 2014. Australia supports increased numbers of
inspections to ensure that verification of new and existing facilities is based on the
risk posed to the object and purpose of the CWC, whilst satisfying the requirement for
equitable geographical distribution of inspections.

Given the importance Australia places on verification under the CWC and in support
of the OPCW'’s work in this field, ASNO participated in the OPCW'’s sixth Challenge
Inspection Field Exercise which was held in Thailand, fulfilling the role of the Requesting
State Party from 31 October to 4 November 2011 (see Current Topics on page 29).
This exercise was instructive in identifying the deficiencies in preparedness by the
OPCW Technical Secretariat and documenting lessons learned. National table-top and
field exercises in relation to the conduct of Challenge Inspections have also taken
place in a number of States Parties to test their preparedness to receive a Challenge
Inspection, but this is the first one to occur in Asia. The outcome strengthened
Australia’s resolve to ensure that the OPCW maintains a high degree of preparedness
and expertise through training and other measures that will enable it to effectively
perform its core functions which include Challenge Inspections and Investigations of
Alleged Use of Chemical Weapons.
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Australia’s Ambassador to Thailand James Wise (left) and Ambassador Ahmet Uziimcdi, Director-General,
OPCW (right), and other officials at the observer's program for the Challenge Inspection Field Exercise in Thailand,
4 November 2011

ASNO participated in the Tenth Regional Meeting of National Authorities of CWC States
Parties in Asia, held in Colombo on 26-28 June 2012. The meeting was attended by
43 participants from 29 States Parties, and focussed on CWC implementation issues.
The OPCW has indicated that about 50 per cent of all declared trade in CWC-scheduled
chemicals results in discrepancies for a variety of practical reasons. ASNO contributed
to break-out discussions on how to reduce discrepancies of trade between State
Parties declarations.

The regional meetings are a priority for ASNO in order to strengthen Australia’s
engagement and cooperation with counterparts in the region and to share its

CWC implementation experiences. ASNO spoke on the importance of regional and
sub-regional cooperation on CWC implementation and Australia’s chemical trade
controls. In his opening remarks, Ambassador Uziimcii, Director-General OPCW,
stressed the importance of the work of National Authorities which form the backbone
of the Convention, highlighted the significance of the size and diversity of the chemical
industry in Asia and noted the presence of Australia as another symbol of cross
regional interaction and cooperation.

Representatives from ASNO and the Department of Defence attended the second
Experts Meeting of the International Committee of the Red Cross (ICRC) entitled
“Incapacitating Chemical Agents (ICAs)*: law enforcement, human rights law and policy
perspectives”, held in Montreux, Switzerland, 24-26 April 2012. This meeting brought

30 Incapacitating Chemical Agents may be considered as chemicals that act on the central nervous system
which at low concentrations can cause incapacitation. These are different to Riot Control Agents (RCAs),
a category of chemicals specifically defined under the CWC, which act peripherally to cause irritation to
mucous membranes and/or tear formation (e.g. tear gas).



together 42 experts from government, law enforcement agencies, academia and
non-government organisations to discuss this complex issue and its implications for
international law. Uncertainties have been expressed as to whether Article 2, paragraph
9(d) of the CWC provides appropriate boundaries or guidance for States Parties’ use of
toxic chemicals for “law enforcement purposes including domestic riot control”.

Participants at the 10th Regional Meeting of National Authorities of States Parties in Asia, 26-28 June 2012,
Colombo, Sri Lanka

Australian experts from ASNO and the Defence Science and Technology Organisation
also participated in the following meetings held in The Hague: OPCW Conference on
International Cooperation and Chemical Safety and Security (12-13 September 2011),
the 12th Annual Workshop to Coordinate Assistance and Protection under Article X

of the CWC (22-24 November 2011), the 13th Annual Meeting of CWC National
Authorities (25-26 November 2011) and the 16th Conference of the States Parties
(CSP16) (28 November to 2 December 2011).

Australia welcomed CSP16 adoption of a decision which takes a constructive and
forward looking approach to address the inability of CW Possessor States to meet the
final destruction deadline under the Convention. The decision ensures that destruction
of the remaining CW stockpiles will be completed within the shortest time possible, and
no later than the planned completion dates, under continuous monitoring by the OPCW.

Domestic Outreach

ASNO continued to engage with industry and to clarify the requirements of the permit
and notification system under the Chemical Weapons (Prohibition) Act 1994 and the
Customs (Prohibited Imports) Regulations 1956. Outreach visits to the Defence
Science and Technology Organisation and the chemical industry focussed on promoting
greater awareness of the CWC, regulatory obligations and preparing declared sites for
OPCW inspections.

ASNO continued participating in relevant meetings of the National Government Advisory
Group on Chemical Security with other Australian Government representatives.
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In January 2012, the World Customs Organisation amended the Harmonised System

of Codes for a number of CWC-scheduled chemicals. ASNO, the Australian Bureau of
Statistics (ABS) and the Australian Customs and Border Protection Service (Customs)
worked collaboratively to ensure the new codes were fully integrated into Australian
tariff codes and Australian Harmonised Export Commodity Classification (AHECC)
Codes. ASNO continued to monitor ABS chemical trade data and liaised with Customs
to reduce the occurrence of misclassified chemicals, especially with the implementation
of the new codes. Customs has taken measures to ensure that correct codes are
applied to chemical trade. Such measures help detect unauthorised trade and improve
the accuracy of trade statistics for CWC-Scheduled chemicals published by the ABS.

As part of outreach efforts to ensure traders of CWC-Scheduled chemicals apply the
correct tariff and AHECC codes, ASNO distributed copies of its industry brochures and
a CD for chemical traders. Copies of these publications are available on request or
from ASNO’s website (www.dfat.gov.au/cwco).


http://www.dfat.gov.au/cwco

OUTPUT 1.6: CTBT IMPLEMENTATION

Development of verification systems and arrangements
in support of Australia’s commitments related to the
Comprehensive Nuclear-Test-Ban Treaty.

Performance Measures

e Australia’s obligations under the Comprehensive Nuclear-Test-Ban Treaty (CTBT)
are met

e |egal and administrative mechanisms which support Australia’s commitments
related to the CTBT are effective

e Contribute to the development of CTBT verification, including through the work of the
CTBT Organization (CTBTO) Preparatory Commission

e Contribute to Australia’s CTBT outreach efforts

Performance Assessment

International Obligations

Of the 21 facilities that Australia will host for the CTBT International Monitoring System
(IMS), 20 are in place and certified as operating to CTBTO technical specifications.

The final facility, an infrasound monitoring station at Davis Base, Australian Antarctic
Territory, requires significant planning and will be installed in the coming years. A list of
Australia’s IMS facilities and their status is at Appendix F.

Specific advances during 2011-12 in relation to Australian hosted IMS stations included:

e the Australian Radiation Protection and Nuclear Safety Agency (ARPANSA)
completed installation of the radionuclide monitoring station at Mawson Base,
Australian Antarctic Territory

e Geoscience Australia completed installation of an infrasound monitoring station on
the Cocos Islands

e the abovementioned stations, along with the radionuclide monitoring station at
Macquarie Island, were certified by the CTBTO during the year as meeting technical
requirements for treaty verification

e ASNO signed an MOU with the Tasmanian Government and ARPANSA on use of land
for the Macquarie Island radionuclide station.

Legal and Administrative Measures

ASNO continues to fund Geoscience Australia to carry out nuclear test monitoring
through its network of seismic stations. This arrangement, set out in a Letter of
Understanding between Geoscience Australia and DFAT, has been administered by
ASNO on behalf of DFAT since 1 July 2000. ASNO is satisfied that Geoscience Australia
has met its requirements under the Letter of Understanding during the reporting period.
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ASNO and Geoscience Australia again reviewed the arrangement during the year. It was
found that the arrangement remains adequate for Australia’s requirements at this time.

The operation of a National Data Centre (NDC) to verify an in-force CTBT will require
additional activities. ASNO, ARPANSA and Geoscience Australia, working with the
Department of Defence, continue to hold the question of Australia’s future NDC
requirements under review.

Nuclear Test Ban Verification

While around 85 per cent of CTBT IMS stations are now in place worldwide, detailed
preparatory work is continuing to bring the Treaty’s verification to a good level of
readiness. ASNO contributes to the verification work of the CTBTO in conjunction with
technical specialists from Geoscience Australia and ARPANSA.

When the CTBT enters into force, it will provide for on-site inspections (0SI) to
determine whether a nuclear explosion has taken place in a particular area. ASNO’s
Mr Malcolm Coxhead, as the Task Leader for the elaboration of an Operational Manual
on the conduct of OSI, continued to chair discussions on this subject at the CTBTO
Preparatory Commission’s technical working group. Mr Coxhead contributed also

to work on OSI as part of an Expert Advisory Mechanism on planning for a major
inspection exercise in 2014.

Consistent with principles set out in the CTBT, activities associated with the
development of CTBT verification are funded primarily from the contributions of States
Signatories. This includes training of people involved with the work of the Treaty, and
participation in CTBTO workshops. ASNO manages the involvement of Australians in
these activities.

Outreach

A fundamental requirement for an effective CTBT will be the ability of States Parties

to form sound technical judgements about the nature of events detected by the IMS.
Australia continues to work with and alongside the CTBTO to promote relevant technical
capacity. During the year, experts from ASNO, Geoscience Australia and ARPANSA
visited counterpart agencies in Malaysia and the Philippines to consider how countries
in our region can work to build and maintain NDC capacity. Some specific proposals
were identified and considered toward this goal.

Regular cooperation among NDCs offers a further way to enhance their effectiveness.
With this in mind, ASNO and the New Zealand Ministry for Foreign Affairs and Trade
consulted during the year to develop an MOU that will provide a framework for
cooperation between NDC agencies in Australia and New Zealand. The MOU should
be finalised and put into place in 2012-13.



OUTPUT 1.7: OTHER NON-PROLIFERATION
REGIMES

Contribution to the development and strengthening of
other weapons of mass destruction non-proliferation
regimes.

Performance Measures

e Provide support and assistance to Australia’s Permanent Mission to the Conference
on Disarmament (CD) in Geneva in their efforts to advance Australia’s non-proliferation
and disarmament objectives, in particular, on seeking to commence the negotiation
of an internationally verifiable Fissile Material Cut-off Treaty (FMCT)

e Support other developments in the field of non-proliferation and disarmament that
are relevant to Australia’s interests

Performance Assessment

Fissile Material Cut-off Treaty

ASNO continued during the year to provide technical advice to the Department of
Foreign Affairs and Trade, including Australia’s mission in Geneva, helping to build
confidence and momentum in the Conference on Disarmament (CD) towards the
commencement of FMCT negotiations. Following the finalisation of reports for the
Australia-Japan ‘side-event’ meetings during 2010-11, opportunities for engagement
on FMCT issues have been limited.

Verification for Nuclear Disarmament

New mechanisms will be needed to verify future nuclear disarmament steps. Recent
ASNO Annual Reports have described an initiative of the UK and Norway (UKNI) to
develop concepts and tools for verifying the dismantlement of nuclear weapons, and
reported on activities ASNO has initiated with a view to Australia’s involvement in
such work.

During the year, ASNO led Australia’s participation in a workshop in London in
December 2011 for experts from interested countries to review the UKNI. Key
challenges were addressed also, including the need to find verification approaches
that do not risk leakage of proliferation-sensitive information; especially how to verify
that an item presented for verification is a nuclear warhead as declared. Experts from
ASNO and ANSTO participated actively in the workshop.

To promote a wider understanding of the need for disarmament verification research,
ASNO worked with the UK High Commission in Canberra to facilitate a discussion of
the UKNI at the 15th Meeting of the Council for Security Cooperation in the Asia-Pacific
Study Group on Countering the Proliferation of Weapons of Mass Destruction in the
Asia Pacific in Sydney in March 2012.
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NPT Preparatory Committee

Australia’s Permanent Representative to the United Nations in Geneva, Mr Peter
Woolcott, chaired the 2012 meeting of the NPT Preparatory Committee in Vienna in
May-June 2012. The smooth conduct of the meeting is widely regarded as having set
a sound base for further preparations toward the 2015 NPT Review Conference.

ASNO provided expert and other support for Australia’s participation in the 2012
Preparatory Committee Meeting. ASNO’s Malcolm Coxhead provided particular
support as part of the team supporting Ambassador Woolcott as Chair.



OUTPUT 1.8: ADVICE TO GOVERNMENT

Provision of high quality, timely, relevant and professional
advice to Government.

Performance Measures

e Provide policy advice, analysis and briefings which meet the needs of Ministers and
other key stakeholders

e Contribute to the development of Australia’s policies by DFAT in the area of WMD
arms control, disarmament and non-proliferation

e Cooperate on technical issues of common interest with departments and agencies
such as ANSTO, ARPANSA, Department of Defence, Department of Resources,
Energy and Tourism, and the Australian Intelligence Community

Performance Assessment

ASNO has specialist knowledge in complex policy and technical areas dealing with
nuclear non-proliferation, and has substantial experience in: verification methods;
domestic, bilateral and international safeguards; nuclear technology and the nuclear
fuel cycle; nuclear security; and CWC and CTBT verification issues. ASNO draws on
this expertise and an international network of contacts in agencies and organisations
to provide high quality technical and policy advice to Government and other bodies.
ASNO provides the Government with advice on nuclear non-proliferation safeguards,
from both international and domestic perspectives, together with expert advice across
the range of WMD technologies.

Director General ASNO, as Australia’s Sherpa for the Nuclear Security Summit process,
has had a key role in providing advice to the Australian Government in the lead up to,
and during, the Seoul Nuclear Security Summit in March 2012. ASNO’s advice shaped
Australia’s statement at the Summit, by Prime Minister Gillard, on Australia’s vision
for what could be done to sustain international efforts on nuclear security in the near
future. Australia’s statement at the Summit was well received and provided a key
platform for ongoing discussions ahead of the third Summit to be held in 2014.

During the year, ASNO provided advice and analysis on a range of non-proliferation
issues and developments. ASNO has analysed and reported on nuclear programs of
concern, in particular that of Iran, but also developments in Syria and the DPRK.

ASNO provided special briefing and additional assistance to the Australian Missions to
the IAEA and CTBT Organization (in Vienna), to the OPCW (in The Hague) and to the CD
(in Geneva), as well as to Australian missions elsewhere, particularly in Washington,
London, Moscow, and Beijing.

In connection with Australia’s bilateral nuclear cooperation agreements, ASNO provided
advice on a new agreement with Euratom, which entered into force during the year, as
well as administrative arrangements to implement the agreement. ASNO also advised
on the development of a new bilateral nuclear cooperation agreement with the United
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Arab Emirates and concluded negotiations on this treaty. ASNO prepared approximately
17 ministerial submissions during the year, and provided submissions and oral briefing
for Ministers, departments and the Parliament on specific issues.

ASNO has worked closely with other departments on a range of issues, which may
impact upon non-proliferation considerations, including foreign investment proposals,
international sanctions, defence export controls and safeguards assessments for the
export of ores and concentrates.

ASNO participates in the Uranium Council, a government-industry forum coordinated
by the Department of Resources, Energy and Tourism, designed to assist in the
development of a sustainable, safe, secure, socially and environmentally responsible
uranium industry.



OUTPUT 2.1: PUBLIC INFORMATION

Provision of public information on the development,
implementation and regulation of weapons of mass
destruction non-proliferation regimes, and Australia’s
role in these activities.

Performance Measures

e Effective public education and outreach

Performance Assessment

ASNO works to ensure Australia’s WMD non-proliferation objectives are widely
understood. This involves liaison with industry, tertiary institutions and non-
governmental institutions, including presentations at various national and international
fora. Activities during the year through which ASNO pursued public information
objectives included:

e the annual conference of the Australasian Institute of Mining and Metallurgy
(AusIMM) in June 2012, where ASNO gave two presentations on Australia’s
nuclear cooperation agreements; and on physical protection (security) for the
transport of uranium

e various presentations by the ASNO Director General at the National Security
College - a joint venture between the Australian Government and the Australian
National University, with the aim of enhancing the functioning of the national security
community, strengthening networks of cooperation between practitioners and non-
government experts, contributing to the development of a new generation of strategic
analysts, achieving effective outreach to business and the wider community.

ASNO continued its series of seminars on non-proliferation issues for government
officials. The aim of the seminars is to provide clear, understandable and accurate
information on concepts relevant to officials involved in Australia’s broader
non-proliferation and counter-proliferation efforts.

ASNO has an active program of preparing papers and presentations for conferences
and professional journals. Many of these are available on ASNO’s website. Details can
be found under Appendix G.

ASNO'’s website, www.dfat.gov.au/asno, contains detailed information on Australia’s
non-proliferation policies, treaty and statutory obligations and safeguards agreements
as well as notification and permit application forms. The Current Topics section of this,
and previous, ASNO Annual Reports is also included as a public information source.
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http://www.dfat.gov.au/asno

Director General ASNO Robert Floyd and Chief
Executive Officer of the Australian Radiation Protection
and Nuclear Safety Agency (ARPANSA) Carl-Magnus
Larsson at the signing of the ASNO-ARPANSA
Memorandum of Understanding in February 2012
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MANAGEMENT AND
ACCOUNTABILITY

Corporate Governance

Portfolio Minister

Responsibility for administration of the legislation under which ASNO operates —
the Nuclear Non-Proliferation (Safeguards) Act 1987, Chemical Weapons (Prohibition)
Act 1994 and Comprehensive Nuclear-Test-Ban Treaty Act 1998 - rests with the
Minister for Foreign Affairs, Senator the Hon Bob Carr.

Director General ASNO

The Director General ASNO reports directly to the Minister for Foreign Affairs.
The position combines the statutory offices of the:

e Director of the national authority for nuclear safeguards (formerly Director of
Safeguards), as established by the Nuclear Non-Proliferation (Safeguards) Act 1987

e Director of the national authority for the Chemical Weapons Convention, as
established by the Chemical Weapons (Prohibition) Act 1994

e Director of the national authority for the Comprehensive Nuclear-Test-Ban Treaty,
as established by the Comprehensive Nuclear-Test-Ban Treaty Act 1998.

The Director General ASNO is a statutory position, appointed by the Governor-General.
Remuneration for this position is determined by the Remuneration Tribunal.

Dr Robert Floyd was appointed as the Director General ASNO on 29 November 2010
for a period of five years.

Assistant Secretary ASNO

The Assistant Secretary ASNO deputises for the Director General and is responsible
for the day-to-day operations of the office. Dr John Kalish has held this position since
April 2010.

ASNO Staff

ASNO has a small core of staff whose day-to-day activities are overseen by the
Director General. ASNO staff are employed under the Public Service Act 1999 as a
division within the Department of Foreign Affairs and Trade (DFAT). ASNO staff, other
than the Director General, are also employed under the DFAT Enterprise Agreement.
Further details can be found in Table 13 and the DFAT Annual Report 2011-12.
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In 2011-12, ASNO achieved an average staff level of 16 (against an approved level

of 17.5).

From 1 July 2011, ASNO implemented a revised organisational structure in order to
best draw upon the expertise of ASNO staff and promote efficiencies across thematic
work areas. The revised organisational structure is closely aligned with ASNO’s outputs

and can be found in Figure 7.

FIGURE 7: ASNO’S ORGANISATIONAL STRUCTURE - (AS AT 30 JUNE 2012)

Director General

Robert Floyd
Assistant Secretary
John Kalish
cwc CTBT and Bilateral IAEA Non- Nuclear
Implementation Disarmament Safeguards Safeguards Proliferation Security
Josy Malcolm Vanessa Craig Vacant Stephan
Meyer Coxhead Masters Everton Technical Bayer
Implementation Verification Development IAEA safeguards evaluation Development
of CWC measures related and policy and and analysis of nuclear
obligations to nuclear implementation implementation, of nuclear security regimes,
and policy and disarmament of bilateral Asia-Pacific safeguards and physical
technical advice and fissile nuclear Safeguards and related protection of
material cooperation Network and development and nuclear material
agreements, coordination of support activities and associated
and tracking of the Australian items
Australian and Safeguards
foreign Obligated | Support Program
Nuclear Material
TABLE 13: ASNO STAFF AT 30 JUNE 2012
Male Female Total (Approved)
SES B2 1 0 1(1)
SES B1 1 0 1(1)
Executive Level 2 3 2 5 (6)
Executive Level 1 2 1 313
APS Level 6 1 2 3(3.5)
APS Level 5 1 2 33
TOTAL 9 7 16 (17.5)



Training and Development

ASNO’s primary training requirements are professional development of specialist skills.
ASNO is proactive in managing this training, in part through a schedule of conference
programs. Further details are in Table 14.
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TABLE 14: TRAINING AND DEVELOPMENT ACTIVITIES DURING 2011-12

Formal DFAT courses 34
Structured work unit & on-the-job training including planning days 19
Seminars, workshops, conferences, overseas negotiations & IDCs 32
External formal courses 37
Academic study 16
Other (IAEA Consultancy) 16
TOTAL 154

Financial Management

The Audit Act 2001 requires ASNO to submit an annual Financial Statement to the
Auditor-General. As ASNO is funded as a division of DFAT, this financial statement is
published in the DFAT Annual Report. Further details of ASNO activities relating to
financial management and performance are also contained in the DFAT Annual Report.

Administrative Budget

TABLE 15: ASNO ADMINISTRATIVE COSTS**

Salaries® $2 229 456 $2 329 703
Running Costs  General $502 885 $753 469
Seismic monitoring3? $590 337 $595 945
Nuclear & radiological security $259 901 0
enhancement for Asia and the Pacific
Sub-Total $1 353 123 $1 349 414
TOTAL $3 582 579 $3 679 117

2l0¢-1102 140d3d TVNANNY ONSY ALITIGVLNNODJIV ANV LNIWIOVNVIN

31 Excludes GST.
32 Includes Long Service Leave accruals.
33 Undertaken by Geoscience Australia.
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Uranium Producers Charge

ASNO is responsible for the implementation of the Uranium Producers Charge.
This charge is payable to Consolidated Revenue on each kilogram of uranium
ore concentrate production (set in 2010-11 to 10.3077 cents per kilogram).
The total charge levied on 1 December 2011 for uranium production in
2010-11 was $616,757.

Australian Safeguards Support Program

The cost of the Australian Safeguards Support Program (ASSP) totalled

approximately $362,000 in 2011-12. This amount included approximately $76,000

of direct expenditure by ASNO relating to services provided to the IAEA%4, including
participation in the Standing Advisory Group on Safeguards Implementation, and a
consultancy fee to Geoscience Australia for its work on the ASSP project on updating
the IAEA’s fuel cycle manual on mining and milling of uranium. Expenditure on ASSP
projects by ANSTO amounted to approximately $210,000%°. The University of Western
Australia has invested considerable capital expenditure for the Network of Analytical
Laboratories qualification process, including the refurbishment of a sample preparation
and storage room dedicated to IAEA Network of Analytical Laboratories purposes,
instrument time and staff costs totalling around $60,000. Other Australian Government
agencies contributed services in support of the IAEA through the ASSP valued at
approximately $16,000.

34 The expenditure figure for ASNO does not include salaries.

35 The significant increase in ANSTO’s expenditure between financial years 2010-11 and 2011-12 is due to
two factors: ANSTO’s methodology for calculating expenditure now captures all costs not just operational
costs; and the work towards characterisation of trace elements in Australian uranium ore concentrates
straddled 2010-11 and 2011-12 so not all costs were captured in the figures quoted for 2010-11.
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The University of Western Australia’s large-
geometry secondary ion mass spectrometer
(LG-SIMS), now part of the International
Atomic Energy Agency’s analytical arsenal
(Photo: University of Western Australia)
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Appendix A World Nuclear Energy, December 2011 «
TABLE 16: WORLD NUCLEAR ENERGY, DECEMBER 20113¢ g
Reactors under o
Operating Reactors % of Total Construction i
Capacity Electricity Capacity
Total (GWe) in 2011 Total (GWe)
United States* 104 101.5 ile) e 1 1.2
France* 58 63.1 7.7 1 1.6
Japan* 50 44.2 18.1 2 2.7
Russian Federation* SS) 23.6 17.6 10 8.2
Republic of Korea* 21 18.8 34.6 5 5.6
India 20 4.4 3.7 7 4.8
Canada* 18 12.6 5.8 0 0
United Kingdom* 18 10.0 17.8 0 0
China* 16 11.8 1.9 26 26.7
Ukraine 15 13.1 47.2 2 1.9
Sweden* 10 918 39.6 0 0
Germany* 9 12.1 17.8 0 0
Spain* 8 7.6 19.5 0 0
Belgium* 7 5.9 54.0 0 0
Taiwan®’ 6 5.0 19.0 2 2.6 %
Czech Republic* 6 3.8 33.0 0 0 3
Switzerland* 5 3.3 40.9 0 0 =
Finland* 4 2.7 31.6 1 1.6 O
Hungary* 4 1.9 433 0 0 "
Slovak Republic* 4 1.8 54.0 2 0.8 >
Pakistan 3 0.7 3.8 2 0.6 (£
Bulgaria* 2 1.9 32.6 2 1.9 (@]
Brazil 2 1.9 3.2 1 1.2 ]Z>
South Africa 2 1.8 5.2 0 0 z
Romania* 2 1.3 19.0 0 0 =
Mexico* 2 1.3 36 0 0 =
Argentina* 2 0.9 5.0 1 0.7 F;EI
Slovenia* 1 0.7 41.7 0 0 8
Netherlands* 1 0.5 3.6 0 0 -
Armenia 1 0.4 33.2 0 0 8
Iran 1 0.9 0.0 o 0 =
TOTAL 435 368.8 N/A 65 62.1 5
N

Source: IAEA Reference Data Series No.2 (2012 Edition). Nuclear Power Reactors in the World.

36 Countries having bilateral agreements with Australia covering use of AONM are marked with an asterisk.
These countries operate 385 power reactors, which produce around 17% of total world electricity and
about 92% of world nuclear energy.

37 Supply of AONM to Taiwan is covered by an agreement between Australia and the United States.
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© Appendix B Australia’s Bilateral Nuclear

5 Cooperation Agreements

=

(&)

(l-g TABLE 17: AUSTRALIA’S BILATERAL NUCLEAR COOPERATION AGREEMENTS AT 30 JUNE 2012
Republic of Korea 2 May 1979
United Kingdom 24 July 1979
Finland 9 February 1980
Canada 9 March 1981
Sweden 22 May 1981
France 12 September 1981
Philippines 11 May 1982
Japan 17 August 1982
Switzerland 27 July 1988
Egypt 2 June 1989
Mexico 17 July 1992
New Zealand 1 May 2000

ﬂ United States (covering cooperation on Silex technology) 24 May 2000

g Czech Republic 17 May 2002

E United States (covering supply to Taiwan) 17 May 2002

& Hungary 15 June 2002

< Argentina 12 January 2005

People’s Republic of China®®
Russian Federation
United States

Euratom®®

3 February 2007
11 November 2010
22 December 2010
1 January 2012

Note: The above list does not include Australia’s safeguards Agreement with the IAEA, concluded on 10 July 1974.
In addition to the above Agreements, Australia also has an Exchange of Notes constituting an Agreement with
Singapore Concerning Cooperation on the Physical Protection of Nuclear Materials, which entered into force

on 15 December 1989.

ASNO ANNUAL REPORT 2011-2012

38 Australia has two agreements with China, one covering nuclear material transfers and one covering
nuclear cooperation.

39 Euratom is the atomic energy agency of the European Union. The Euratom agreement covers all 27
member states.
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Appendix C Status of Additional Protocols

At 30 June 2012, there were 70 states (plus Taiwan) with significant nuclear
activities*®. Of these states, five were nuclear weapon states (NWS), 62 were
non-nuclear-weapon states (NNWS) party to the NPT, and three were non-NPT Parties.

In the following tables, states with significant nuclear activities are shown in bold*.

At 30 June 2012, there were a total of 116 states with an Additional Protocol in force,
an increase of seven over the same time last year. Of the 62 NNWS NPT Parties with
significant nuclear activities, 53 had an Additional Protocol in force (Table 18).

TABLE 18: STATES WITH ADDITIONAL PROTOCOLS IN FORCE AT 30 JUNE 2012

Afghanistan
Albania
Andorra
Angola
Armenia*
Australia*
Austria*
Azerbaijan
Bahrain
Bangladesh*
Belgium*
Botswana
Bulgaria*
Burkina Faso
Burundi
Canada*
Central African Rep
Chad

Chile*
China*
Colombia*

Comoros

Congo, Republic of the
Costa Rica
Croatia

Cuba

Cyprus

Czech Republic*
DR Congo*
Denmark*
Dominique Republic
Ecuador

El Salvador
Estonia*

Fiji

Finland*
France*

FYROM

Gabon

The Gambia
Georgia*
Germany*
Ghana*

Greece*

Guatemala
Haiti

Holy See
Hungary*
Iceland
Indonesia*
Ireland
Italy*
Jamaica*
Japan*
Jordan
Kazakhstan*
Kenya
Kuwait
Kyrgyzstan
Latvia*
Lesotho
Libya*
Lithuania*
Luxembourg
Madagascar

Malawi

Mali

Malta
Marshall Islands
Mauritania
Mauritius
Mexico*
Moldova
Monaco
Mongolia
Montenegro
Morocco*
Mozambique
Namibia
Netherlands*
New Zealand
Nicaragua
Niger
Nigeria*
Norway*
Palau
Panama

Paraguay

40 ‘Significant nuclear activities’ encompasses any amount of nuclear material in a facility or ‘location outside
a facility’ (LOF), or nuclear material in excess of the exemption limits in INFCIRC/153 paragraph 37.
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Peru* Rwanda Swaziland Uganda

Philippines* Seychelles Sweden* Ukraine*

Poland* Singapore Switzerland* United Arab Emirates
Portugal* Slovakia* Tajikistan* United Kingdom*
Republic of Korea*  Slovenia* Tanzania United States of America*
Romania* South Africa* Turkey* Uruguay

Russia* Spain* Turkmenistan Uzbekistan*

TOTAL: 116 states (including 53 NNWS with significant nuclear activities), plus Taiwan

Source: International Atomic Energy Agency (www.iaea.org/OurWork/SV/Safeguards/sg_protocol.html)

At 30 June 2012, 26 states did not have an Additional Protocol (AP) in force but had

signed an AP and/or had an AP approved by the IAEA Board of Governors. During the

period from 1 July 2011 to 30 June 2012 three states either signed or had the Board
of Governors approve an AP (Table 19).

TABLE 19: STATES WITH AN ADDITIONAL PROTOCOL SIGNED OR APPROVED BUT NOT IN FORCE
AT 30 JUNE 2012

Algeria* Djibouti Kiribati Togo
Belarus* Guinea Liechtenstein Tunisia
Benin Guinea-Bissau Malaysia* Vanuatu
Bosnia and Herzegovina Honduras Senegal Vietham*
Cameroon India (non-NPT)* Serbia* Zambia
Cape Verde Iran®t* Thailand*

Cote d’lvoir Iraq* Timor-Leste

TOTAL: 26 states (including 8 NNWS NPT Parties with significant nuclear activities)
Source: International Atomic Energy Agency (http://www.iaea.org/OurWork/SV,/Safeguards/documents/sir_table.pdf)
The remaining six NNWS NPT Parties and two non-NPT states with significant nuclear

activities had not signed an Additional Protocol.

TABLE 20: STATES WITH SIGNIFICANT NUCLEAR ACTIVITIES AND NO AP AT 30 JUNE 2012

Argentina* DPRK#2* Israel (non-NPT)* Syria*
Brazil* Egypt* Pakistan (non-NPT)* Venezuela*
TOTAL: 8 states (including 6 NPT Parties)

Source: International Atomic Energy Agency (http://www.iaea.org/OurWork/SV/Safeguards/documents/sir_table.pdf)

41 Iran implemented its AP ‘provisionally’ from 2003 but ‘suspended’ this in 2005.

42 0On 10 January 2003, DPRK gave notice of withdrawal from the NPT. Pending clarification of its status,
DPRK is counted here as an NPT Party.


http://www.iaea.org/OurWork/SV/Safeguards/sg_protocol.html
http://www.iaea.org/OurWork/SV/Safeguards/documents/sir_table.pdf
http://www.iaea.org/OurWork/SV/Safeguards/documents/sir_table.pdf

Appendix D 1AEA Statements of Conclusions
for Australia 2011

Inventory verification inspections carried out by the IAEA at Australian nuclear facilities
and locations are shown in Table 7. In addition, the IAEA carries out a range of other
verification activities, such as short notice inspections, complementary accesses,
design verifications and data collection and analysis.

The IAEA’s conclusions for Australia are provided at two levels: a component of the
overarching findings and conclusions published in the IAEA’s Safeguards Statement for
2011 (see Appendix E); and the statements of conclusions of inspections in Australia
under Article 91(b) of Australia’s NPT Safeguards Agreement and the statement of
conclusions the IAEA has drawn from Additional Protocol verification activities under
Article 10.c of the Additional Protocol.

The highest level conclusion, known as the “broader conclusions”, the IAEA draws
in the Safeguards Statement, is in paragraph 1(a) of the Safeguards Statement that
“the Secretariat found no indication of the diversion of declared nuclear material from

peaceful nuclear activities and no indication of undeclared nuclear material or activities.

On this basis, the Secretariat concluded that, for these States, all nuclear material
remained in peaceful activities.” Australia is on the list of countries covered by the
IAEA’s broader conclusion in the Safeguards Statement for 2011. The IAEA has drawn
the broader conclusion for Australia every year since 2000.

The IAEA’s statements of conclusions of inspections under Article 91(b) for the
inspections it carried out in May 2012 were not available at the time of publishing this
Annual Report. The 91(b) statements will be published when available on ASNO’s web
site: www.dfat.gov.au/asno.

The IAEA’s Additional Protocol Article 10.c statements for the complementary accesses
shown in Table 7 were as follows:

Access pursuant to Article 4.a.(i) did not indicate the presence of undeclared nuclear
material or activities at:

e Beverley uranium mine*?

e University of Melbourne

Access pursuant to Article 4.a.(i) did not indicate the presence of undeclared nuclear
material or activities at the following site, however, final conclusion is pending the
results and evaluation of environmental samples:

e SSL Laboratories, Lucas Heights Science and Technology Centre

43 This Complementary Access took place in March 2011 as reported in ASNO’s 2010-11 Annual Report, but
the Article 10.c statement was not available at the time of publishing the 2010-11 Annual Report.
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Appendix E 1AEA Safeguards Statement for 2011

The following is extracted from the IAEA’s Annual Report for 2011.

In 2011, safeguards were applied for 178 States**4°, with safeguards agreements

in force with the Agency. The Secretariat’s findings and conclusions for 2011 are
reported below with regard to each type of safeguards agreement. These findings and
conclusions are based upon an evaluation of all the information available to the Agency
in exercising its rights and fulfilling its safeguards obligations for that year.

1. One hundred and nine States** had both comprehensive safeguards agreements
and additional protocols in force:

a) For 58 of these States*®, the Secretariat found no indication of the diversion of
declared nuclear material from peaceful nuclear activities and no indication of
undeclared nuclear material or activities. On this basis, the Secretariat concluded
that, for these States, all nuclear material remained in peaceful activities.

b) For 51 of these States, the Secretariat found no indication of the diversion of
declared nuclear material from peaceful nuclear activities. Evaluations regarding
the absence of undeclared nuclear material and activities for each of these
States remained ongoing. On this basis, the Secretariat concluded that, for
these States, declared nuclear material remained in peaceful activities.

2. Safeguards activities were implemented for 61 States with comprehensive
safeguards agreements in force, but without additional protocols in force. For these
States, the Secretariat found no indication of the diversion of declared nuclear
material from peaceful nuclear activities. On this basis, the Secretariat concluded
that, for these States, declared nuclear material remained in peaceful activities.

While the Secretariat concluded that, for 2011, declared nuclear material in Iran
remained in peaceful activities, it was unable to conclude that all nuclear material
in Iran was in peaceful activities.

3. As of the end of 2011, 14 non-nuclear-weapon States party to the Treaty on the
Non-Proliferation of Nuclear Weapons had yet to bring into force comprehensive
safeguards agreements with the Agency as required by Article lll of that Treaty.
For these States, the Secretariat could not draw any safeguards conclusions.

4. Three States had safeguards agreements in force based on INFCIRC/66/Rev.2,
requiring the application of safeguards to nuclear material, facilities and other items
specified in the relevant safeguards agreement. For these States, the Secretariat
found no indication of the diversion of nuclear material or of the misuse of the
facilities or other items to which safeguards had been applied. On this basis,
the Secretariat concluded that, for these States, nuclear material, facilities or
other items to which safeguards had been applied remained in peaceful activities.

44 These States do not include the Democratic People’s Republic of Korea (DPRK), where the IAEA did not
implement safeguards and, therefore, could not draw any conclusion.
45 And Taiwan, China.



5. Five nuclear-weapon States had voluntary offer agreements and additional
protocols in force. Safeguards were implemented with regard to declared nuclear
material in selected facilities in all five States. For these States, the Secretariat
found no indication of the diversion of nuclear material to which safeguards had
been applied. On this basis, the Secretariat concluded that, for these States,
nuclear material to which safeguards had been applied in selected facilities
remained in peaceful activities or had been withdrawn from safeguards as
provided for in the agreements.
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Appendix F Status of CTBT International
Monitoring System Facilities
in Australia

TABLE 21: STATUS OF AUSTRALIAN CTBT IMS FACILITIES AT 30 JUNE 2012

Facility Status Operator
Primary Seismic Stations

Warramunga, NT Operational and certified against CTBTO standards ANU
Alice Springs, NT Operational and certified against CTBTO standards GA/USA
Stephens Creek, NSW Operational and certified against CTBTO standards GA
Mawson, Australian Operational and certified against CTBTO standards GA
Antarctic Territory

Auxiliary Seismic Stations

Charters Towers, QLD Operational and certified against CTBTO standards GA
Fitzroy Crossing, WA Operational and certified against CTBTO standards GA
Narrogin, WA Operational and certified against CTBTO standards GA
Infrasound Stations

Warramunga, NT Operational and certified against CTBTO standards ANU
Hobart, TAS Operational and certified against CTBTO standards GA
Shannon, WA Operational and certified against CTBTO standards GA
Cocos Islands Operational and certified against CTBTO standards GA

Davis Base, Australian Site survey completed GA
Antarctic Territory

Radionuclide Stations

Melbourne*®, VIC Operational and certified against CTBTO standards ARPANSA
Perth, WA Operational and certified against CTBTO standards ARPANSA
Townsville, QLD Operational and certified against CTBTO standards ARPANSA
Darwin®’, NT Operational and certified against CTBTO standards ARPANSA
Cocos Islands Operational and certified against CTBTO standards ARPANSA
Macquarie Island, TAS Operational and certified against CTBTO standards ARPANSA
Mawson, Australian Operational and certified against CTBTO standards ARPANSA
Antarctic Territory

Radionuclide Laboratory

Melbourne, VIC Operational and certified against CTBTO standards ARPANSA
Hydroacoustic Stations

Cape Leeuwin, WA Operational and certified against CTBTO standards GA

46 In addition to the IMS particulate monitoring station at Melbourne, an IMS noble gas monitoring system is
installed and operating in a testing and evaluation phase.

47 In addition to the IMS particulate monitoring station at Darwin, an IMS noble gas monitoring system is
installed and operating in a testing and evaluation phase.



Appendix G Information Publication Scheme
Statement

Agencies subject to the Freedom of Information Act 1982 (FOI Act) are required to
publish information to the public as part of the Information Publication Scheme (IPS).
This requirement is in Part Il of the FOI Act and has replaced the former requirement
to publish a section 8 statement in an annual report. Each agency must display

on its website a plan showing what information it publishes In accordance with the
IPS requirements.

An agency plan showing what information is published in accordance with IPS
requirements is accessible from http://www.dfat.gov.au/foi/ips.html.

Publications, Presentations and Submissions

ASNO produced a range of publications and conducted various presentations to
increase community awareness and understanding of ASNO responsibilities and issues
for which it has expertise. ASNO also made a number of submissions to Parliamentary
and other inquiries. These include:

e Allen Andrews, John Kalish, Stephen Newman and Justine Johnston. 2011. Bomb
radiocarbon dating of three important reef-fish species using Indo-Pacific A**C
chronologies. Marine and Freshwater Research 62: 1259-1269.

e Craig Everton, Australia’s Nuclear Cooperation Agreement, presentation given at the
AusIMM International Uranium Conference, Adelaide, June 2012.

e Craig Everton, Evolving the IAEA’s System of State-Evaluations and Safeguards
Implementation, paper for the INMM 51st Annual Meeting, Palm Desert, USA,
July 2011.

e Craig Everton, Stephan Bayer and Michael East, Safeguarding Uranium Production
and Export - Conventional and Non-Conventional Resources, paper for the 7th
INMM-ESARDA joint workshop on “Future Directions For Nuclear Safeguards and
Verification”, Aix-en-Provence, France, October 2011.

e John Kalish, Australia’s regulation and control of uranium ore concentrate, IAEA
Seminar on Good Practices in the Processing and Control of Uranium Ore
Concentrate, Windhoek, Namibia, 23-27 April 2012.

e John Kalish, The Australian experience with implementing safeguards, International
Training on Course on State Systems on Accounting for and Control of Nuclear
Materials, Tokai-mura, Japan, 30 November 2011.

e Josy Meyer and Kearyn Ferguson, What is the Chemical Weapons Convention and How
Does it Affect your company? Defence Export Control Office Newsletter, June 2012.

e Josy Meyer, Australia’s Chemical Trade Controls, 10th Annual Meeting of National
Authorities of States Parties in Asia, Colombo, 26-28 June 2012.

e Josy Meyer, Regional and sub-regional cooperation on CWC Implementation,
10th Annual Meeting of National Authorities of States Parties in Asia, Colombo,
26-28 June 2012.
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Josy Meyer, The CWC and Regulatory Requirements for Schedule 1 Facilities,
Defence Science and Technology Organisation, Melbourne, 26 August 2011.

Malcolm Coxhead, Disarmament verification-Concepts and techniques for verifying
weapons dismantlement UK Norway Initiative Workshop on Nuclear Disarmament
Verification, London, 7-9 December 2011, London, United Kingdom.

Rob Floyd, ASNO and Australia’s efforts to counter WMD proliferation, ANSTO
Distinguished Lecture Series, Sydney, Australia, February, 2012.

Rob Floyd, ASNO and Australia’s efforts to counter WMD proliferation, DSTO,
Melbourne, Australia, September, 2011.

Rob Floyd, Government Engagement-Training as a means of maintaining and
enhancing the profile of safeguards, IUGG Address, Melbourne, Australia, July, 2011.

Rob Floyd, Integrated approaches to effective controls for uranium mining by
government and industry-The case for nuclear security, IAEA general Conference,
Vienna, September, 2011.

Rob Floyd, Operating Uranium Mines: Policy Perspectives, AUA Annual Conference,
Adelaide, May 2012.

Rob Floyd and Russell Leslie, Government Engagement -Training as a Means of
Maintaining and Enhancing the Profile of Safeguards, paper for the INMM 51st
Annual Meeting, Palm Desert, USA, July 2011.

Rob Floyd, Science and CTBT verification, IUGG Address, Melbourne, Australia,
July 2011.

Rob Floyd, WMD Non-Proliferation: Australia’s Commitment and Regional Security
Challenges, Public Forum, National Security College, ANU, Canberra October 2011.

Rob Floyd, WMD Proliferation: Australia’s Security and Policy Challenges, National
Security College, ANU, Canberra, February and August 2011.

Russell Leslie and Rob Floyd, Protection of Safeguards Sensitive Information: the
Tension Between the Need to Know and the Need to Get the Job Done, paper for the
INMM 51st Annual Meeting, Palm Desert, USA, July 2011.

Stephan Bayer and Craig Everton, Physical Protection (Security) Requirements for
the Transport of Uranium, presentation given at the AusIMM International Uranium
Conference, Adelaide, June 2012.

Stephan Bayer, Seoul Nuclear Security Summit, Presentation to Public Service
Audience, Barton 2 March 2012.

Stephan Bayer, The Australian Experience in Implementing Safeguards and Physical
Protection, International Training Course on State Systems of Accounting for and
Control of Nuclear Facilities, Beijing, China, 20 September 2011.

Vanessa Masters, Australian Perspective on Nuclear Security in Southeast Asia,
Presentation at the “Prospects for Nuclear Security Partnership in Southeast Asia”
Conference in October 2011.

Vanessa Masters, The Agreement Between Australia and the United States of
America Concerning Peaceful Uses of Nuclear Energy, Presentation at the US Nuclear
Materials Management & Safeguards System (NMMSS) Conference in May 2012.



LIST OF REQUIREMENTS

This list is prepared from the checklist of annual report requirements set out in
Attachment F to the Requirements for Annual Reports for Departments, Executive
Agencies and FMA Act Bodies as approved by the Joint Committee of Public Accounts
and Audit under subsections 63(2) and 70(2) of the Public Service Act 1999 on

28 June 2012.

Description

Letter of transmittal

Table of contents

Index

Glossary

Contact officer(s)

Internet home page address and Internet address for report
Review by Statutory officer

Review by statutory office holder

Summary of significant issues and developments

Overview of department’s performance and financial results
Outlook for following year

Significant issues and developments — portfolio

Departmental Overview

Role and functions
Organisational structure
Outcome and program structure

Where outcome and program structures differ from PB
Statements/PAES or other portfolio statements accompanying
any other additional appropriation bills (other portfolio
statements), details of variation and reasons for change

Portfolio structure

Report on Performance

Review of performance during the year in relation to programs
and contribution to outcomes

Actual performance in relation to deliverables and KPIs set out
in PB Statements/PAES or other portfolio statements

Where performance targets differ from the PBS/ PAES, details of
both former and new targets, and reasons for the change

Requirement
Mandatory
Mandatory
Mandatory
Mandatory
Mandatory

Mandatory

Mandatory
Suggested
Suggested
Suggested

Portfolio
departments —
suggested

Mandatory
Mandatory
Mandatory

Mandatory

Mandatory
for portfolio
departments

Mandatory

Mandatory

Mandatory

Location
Page iii
Page v
Page 121
Page 115
Page ii
Page ii

Pages 3-11
Pages 3-11
N/A
Pages 9-11
N/A

Page 41
Page 94
Page 48
N/A

DFAT

Page 53-88

DFAT

N/A
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0 Description Requirement Location
Z
o Narrative discussion and analysis of performance Mandatory Pages 53-89
lL_) Trend information Mandatory Pages 53-89
(Lg Significant changes in nature of principal functions/ services Suggested N/A
Performance of purchaser/provider arrangements If applicable, N/A
suggested
Factors, events or trends influencing departmental performance  Suggested N/A
Contribution of risk management in achieving objectives Suggested N/A
Social inclusion outcomes If applicable, N/A
mandatory
Performance against service charter customer service If applicable, N/A
standards, complaints data, and the department’s response mandatory

to complaints

Discussion and analysis of the department’s financial Mandatory Page 95
performance

Discussion of any significant changes from the prior year, Suggested N/A
from budget or anticipated to have a significant impact on

future operations

Agency resource statement and summary resource tables by Mandatory DFAT
outcomes

Developments since the end of the financial year that have If applicable, N/A

affected or may significantly affect the department’s operations mandatory
or financial results in future

Management and Accountability

Corporate Governance

LIST OF REQUIREMENTS

Agency heads are required to certify that their agency comply Mandatory DFAT
with the Commonwealth Fraud Control Guidelines.

Statement of the main corporate governance practices in place Mandatory DFAT
Names of the senior executive and their responsibilities Suggested Page 93
Senior management committees and their roles Suggested N/A
Corporate and operational planning and associated performance Suggested DFAT

reporting and review

Approach adopted to identifying areas of significant financial or Suggested DFAT
operational risk

Policy and practices on the establishment and maintenance of Suggested DFAT
appropriate ethical standards

How nature and amount of remuneration for SES officers is Suggested Page 93
determined

External Scrutiny

ASNO ANNUAL REPORT 2011-2012

Significant developments in external scrutiny Mandatory DFAT

Judicial decisions and decisions of administrative tribunals Mandatory DFAT

112



Description Requirement Location

Reports by the Auditor-General, a Parliamentary Committee or Mandatory DFAT
the Commonwealth Ombudsman

Management of Human Resources

9 NOILDO3S

Assessment of effectiveness in managing and developing Mandatory DFAT
human resources to achieve departmental objectives

Workforce planning, staff turnover and retention Suggested Page 94

Impact and features of enterprise or collective agreements, Suggested DFAT
individual flexibility arrangements (IFAs), determinations,
common law contracts and AWAs

Training and development undertaken and its impact Suggested Page 95
Work health and safety performance Suggested DFAT
Productivity gains Suggested DFAT
Statistics on staffing Mandatory Page 94
Enterprise or collective agreements, IFAs, determinations, Mandatory DFAT

common law contracts and AWAs
Performance pay Mandatory DFAT

Assets Management

Assessment of effectiveness of assets management If applicable, DFAT
mandatory

Purchasing

Assessment of purchasing against core policies and principles Mandatory DFAT

Consultants

The annual report must include a summary statement detailing Mandatory DFAT

the number of new consultancy services contracts let during the
year; the total actual expenditure on all new consultancy contracts
let during the year (inclusive of GST); the number of ongoing
consultancy contracts that were active in the reporting year; and
the total actual expenditure in the reporting year on the ongoing
consultancy contracts (inclusive of GST). The annual report must
include a statement noting that information on contracts and
consultancies is available through the AusTender website.

Australia National Audit Office Access Clauses

Absence of provisions in contracts allowing access by the Mandatory DFAT
Auditor-General

Exempt Contracts
Contracts exempt from the AusTender Mandatory DFAT
Financial Statements

Financial Statements Mandatory DFAT
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Other Mandatory Information

Work health and safety (Schedule 2, Part 4 of the Mandatory DFAT
Work Health and Safety Act 2011)
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Description

Advertising and Market Research (Section 311A of the
Commonwealth Electoral Act 1918) and statement on
advertising campaigns

Ecologically sustainable development and environmental
performance (Section 516A of the Environment Protection
and Biodiversity Conservation Act 1999)

Compliance with the agency’s obligations under the
Carer Recognition Act 2010

Grant programs

Disability reporting — explicit and transparent reference to
agency-level information available through other reporting
mechanisms

Information Publication Scheme statement

Correction of material errors in previous annual report

List of Requirements

Requirement

Mandatory

Mandatory

If applicable,
mandatory

Mandatory

Mandatory

Mandatory

If applicable,
mandatory

Mandatory

Location

DFAT

DFAT

DFAT

DFAT

DFAT

Page 109

N/A

Pages
111-114



GLOSSARY

Additional Protocol
(AP)

ANSTO
APSN
ARPANSA
ASSP

Australian Obligated
Nuclear Material (AONM)

Challenge Inspection

Complementary Access

Comprehensive
Safeguards Agreement
(CSA)

Concise Note

Conversion

CPPNM
CTBT
CTBTO

Customs

cwc

CWC Scheduled
Chemicals

Department of Defence

Depleted Uranium
(DU)

DFAT

An agreement designed to complement a state’s Safeguards
Agreement with the IAEA in order to strengthen the effectiveness
and improve the efficiency of the safeguards system. The model
text of the Additional Protocol is set out in IAEA document
INFCIRC/540.

Australian Nuclear Science and Technology Organisation
Asia-Pacific Safeguards Network

Australian Radiation Protection and Nuclear Safety Agency
Australian Safeguards Support Program

Australian Obligated Nuclear Material. Australian uranium and
nuclear material derived therefrom, which is subject to obligations
pursuant to Australia’s bilateral nuclear cooperation agreements.

(For CWC purposes) An inspection, requested by a CWC State Party,
of any facility or location in the territory or in any other place under
the jurisdiction or control of another State Party.

The right of the IAEA, pursuant to the Additional Protocol, for
access to a site or location to carry out verification activities.

Agreement between a state and the IAEA for the application of
safeguards to all of the state’s current and future nuclear activities
(equivalent to “full scope’ safeguards) based on IAEA document
INFCIRC/153.

Supplementary explanatory notes on formal reports from a national
safeguards authority to the IAEA.

Purification of uranium ore concentrates or recycled nuclear
material and conversion to a chemical form suitable for isotopic
enrichment or fuel fabrication.

Convention on the Physical Protection of Nuclear Material
Comprehensive Nuclear-Test-Ban Treaty

Comprehensive Nuclear-Test-Ban Treaty Organization. The Vienna-
based international organisation established at entry into force of
the CTBT to ensure the implementation of its provisions.

Australian Customs & Border Protection Service

Convention on the Prohibition of the Development, Production,
Stockpiling and Use of Chemical Weapons and on their Destruction.
Also known as the Chemical Weapons Convention.

Chemicals listed in the three Schedules to the Chemical Weapons
Convention. Some are chemical warfare agents and others are
dual-use chemicals (that can be used in industry or in the
manufacture of chemical warfare agents).

Australian Department of Defence

Uranium with a 2%°U content less than that found in nature
(e.g. as a result of uranium enrichment processes).

Department of Foreign Affairs and Trade
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Direct-Use Material

Discrete Organic
Chemical
(DOC)

DPRK
DSTO

Enrichment

Euratom

Facility

Fissile

Fissile Material Cut-off
Treaty (FMCT)

Fission

Fissionable

Full Scope Safeguards

GA

Nuclear material defined for safeguards purposes as being usable
for nuclear explosives without transmutation or further enrichment,
e.g. plutonium, HEU and 233U.

Any chemical belonging to the class of chemical compounds
consisting of all compounds of carbon, except for its oxides,
sulphides and metal carbonates, identifiable by chemical name,
by structural formula, if known, and by Chemical Abstracts Service
registry number, if assigned. Long chain polymers are not included
in this definition.

Democratic People’s Republic of Korea
Defence Science and Technology Organisation

A physical or chemical process for increasing the proportion of
a particular isotope. Uranium enrichment involves increasing the
proportion of 235U from its level in natural uranium, 0.711%. For
LEU fuel the proportion of 2*°U (the enrichment level) is typically
increased to between 3% and 5%.

Atomic Energy Agency of the European Union. Euratom’s safeguards
office, called the Directorate General of Transport and Energy H
(DG), is responsible for the application of safeguards to all nuclear
material in Austria, Belgium, Bulgaria, Cyprus, Czech Republic,
Denmark, Estonia, Finland, Germany, Greece, Hungary, Ireland, Italy,
Latvia, Lithuania, Luxembourg, Malta, Netherlands, Poland, Portugal,
Romania, Slovakia, Slovenia, Spain, and Sweden; and to all nuclear
material in civil facilities in France and the United Kingdom.

(For CWC purposes) A plant, plant site or production/processing unit.

(For safeguards purposes) A reactor, critical facility, conversion
plant, fabrication plant, reprocessing plant, isotope separation
plant, separate storage location or any location where safeguards
significant amounts of nuclear material are customarily used.

Referring to a nuclide capable of undergoing fission by neutrons
of any energy, including ‘thermal’ neutrons (e.g. 233U, 2*°U, %*°Pu
and 2**Pu).

A proposed international treaty to prohibit production of fissile
material for nuclear weapons.

The splitting of an atomic nucleus into roughly equal parts, often
by a neutron. In a fission reaction, a neutron collides with a fissile
nuclide (e.g. 2°U) that then splits, releasing energy and further
neutrons. Some of these neutrons may go on to collide with other
fissile nuclei, setting up a nuclear chain reaction.

Referring to a nuclide capable of undergoing fission by ‘fast’
neutrons (e.g. 2*U, 235U, 2*8U, 2%%Pu, 2°Pu, 2**Pu and 2*?Pu).

The application of IAEA safeguards to all of a state’s present
and future nuclear activities. Now more commonly referred to as
comprehensive safeguards.

Geoscience Australia



GW
GWe
GWt

Heavy Water
(D,0)

HIFAR
High enriched uranium

(HEU)

Hydroacoustic

IAEA

Indirect-Use Material

INFCIRC

INFCIRC/153

(Corrected)

INFCIRC/225 Rev.5
(Corrected)

INFCIRC/540
(Corrected)

INFCIRC/66 Rev.2

Infrasound

Integrated safeguards

International Data Centre
(IDC)

Gigawatt (Giga = billion, 10°).
Gigawatts of electrical power.
Gigawatts of thermal power.

Water enriched in the ‘heavy’ hydrogen isotope deuterium (?H)
which consists of a proton and a neutron. D,0 occurs naturally as
about one part in 6000 of ordinary water. D,0 is a very efficient

moderator, enabling the use of natural uranium in a nuclear reactor.

High Flux Australian Reactor. The 10 MWt research reactor located
at ANSTO, Lucas Heights.

Uranium enriched to 20% or more in 23°U. Weapons-grade HEU is
enriched to over 90% 23°U.

Term referring to underwater propagation of pressure waves
(sounds). One category of CTBT IMS station monitoring changes
in water pressure generated by sound waves in the water.

International Atomic Energy Agency

Nuclear material that cannot be used for a nuclear explosive
without transmutation or further enrichment (e.g. depleted uranium,
natural uranium, LEU and thorium).

IAEA Information Circular. A series of documents published by the
IAEA setting out, inter alia, safeguards, physical protection and
export control arrangements.

The model agreement used by the IAEA as a basis for
comprehensive safeguards agreements with non-nuclear-weapon
states party to the NPT.

IAEA document entitled ‘Nuclear Security Recommendations on
Physical Protection of Nuclear Materials and Nuclear Facilities’.
Its recommendations reflect a consensus of views among IAEA
member states on desirable requirements for physical protection
measures on nuclear material and facilities, that is, measures
taken for their physical security.

The model text of the Additional Protocol.

The model safeguards agreement used by the IAEA since 1965.
Essentially this agreement is facility-specific. For NNWS party to
the NPT it has been replaced by INFCIRC/153.

Sound in the frequency range of about 0.02 to 4 Hertz.

One category of CTBT IMS stations will monitor sound at
these frequencies with the aim of detecting explosive events
such as a nuclear test explosion at a range up to 5000 km.

The optimum combination of all safeguards measures under
comprehensive safeguards agreements and the Additional
Protocol to achieve maximum effectiveness and efficiency.

Data gathered by monitoring stations in the CTBT IMS network are
compiled, analysed to identified events and archived by the Vienna-
based IDC. IDC products giving the data about events are made
available to CTBT signatories.
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International
Monitoring System
(IMS)

Inventory Change Report
(ICR)

Isotopes

Light water
Light water reactor
(LWR)

Low Enriched Uranium
(LEU)

Material Balance Area
(MBA)

Material Balance Report
(MBR)

Mixed oxide fuel
(MOX)

Moata

Moderator

MUF

MWe
MWt

Natural uranium

A network of monitoring stations and analytical laboratories
established pursuant to the CTBT which, together with the
IDC, gather and analyse data with the aim of detecting any
nuclear explosion.

A formal report from a national safeguards authority to the IAEA
on changes to nuclear materials inventories in a given period.

Nuclides with the same number of protons, but different numbers
of neutrons, e.g. 2*°U (92 protons and 143 neutrons) and 238U
(92 protons and 146 neutrons). The number of neutrons in an
atomic nucleus, while not significantly altering its chemistry,

does alter its properties in nuclear reactions. As the number of
protons is the same, isotopes are different forms of the same
chemical element.

H,0. Ordinary water.

A power reactor which is both moderated and cooled by ordinary
(light) water. In this type of reactor, the uranium fuel must be
slightly enriched (that is, LEU).

Low Enriched Uranium. Uranium enriched to less than 20% 23°U.
Commonly, LEU used as fuel in light water reactors is enriched to
between 3% and 5% 23°U.

A delineation for nuclear accounting purposes as required under
comprehensive safeguards agreements. It is a defined and
delineated area in or outside of a facility such that: (a) the quantity
of nuclear material in each transfer into or out of the material
balance area can be determined; and (b) The physical inventory of
nuclear material in the material balance area” can be determined;
in order that the nuclear material balance can be established for
IAEA safeguards purposes.

A formal report from a national safeguards authority to the IAEA
comparing consolidated inventory changes in a given period with
the verified inventories at the start and end of that period.

Mixed oxide reactor fuel, consisting of a mixture of uranium and
plutonium oxides. The plutonium content of fresh MOX fuel for
a LWR is typically around 5-7%.

Small training reactor previously located at Lucas Heights.

A material used to slow fast neutrons to thermal speeds where
they can readily be absorbed by 2°°U or plutonium nuclei and
initiate a fission reaction. The most commonly used moderator
materials are light water, heavy water or graphite.

Material Unaccounted For. A term used in nuclear materials
accountancy to mean the difference between operator records
and the verified physical inventory. A certain level of MUF is
expected due to measurement processes. MUF does not usually
indicate “missing” material — because it is a difference due to
measurement, MUF can have either a negative or a positive value.

Megawatts of electrical power.
Megawatts of thermal power.

In nature uranium consists predominantly of the isotope 238U
(approx. 99.3%), with the fissile isotope 23°U comprising
only 0.711%.



Non-nuclear-weapon
state(s) (NNWS)

NPT

Nuclear material

Nuclear-weapon state(s)
(NWS)

Nuclide

Old Chemical Weapons
(oCcw)

On-Site Inspection
(osl)

OPAL

OPCW

Other Chemical
Production Facility
(OCPF)

Physical Inventory Listing

(PIL)

PrepCom

Production

PTS

239py

R&D

States not recognised by the NPT as having nuclear weapons
at 1 January 1967 when the Treaty was negotiated.

Treaty on the Non-Proliferation of Nuclear Weapons.

Any source material or special fissionable material as defined in
Article XX of the IAEA Statute (in practice, this means uranium,
thorium and plutonium).

States recognised by the NPT as having nuclear weapons
at 1 January 1967 when the Treaty was negotiated, namely the
United States, Russia, the United Kingdom, France and China.

Nuclear species characterised by the number of protons (atomic
number) and the number of neutrons. The total number of protons
and neutrons is called the mass number of the nuclide.

Defined under the Chemical Weapons Convention as:
a) chemical weapons produced before 1925; or

b) chemical weapons produced between 1925 and 1946 that have
deteriorated to such extent that they can no longer be used as
chemical weapons.

On-Site Inspection. A short notice challenge-type inspection
provided for in the CTBT as a means for investigation concerns
about non-compliance with the prohibition on nuclear explosions.

Open Pool Australian Light-Water reactor. The 20 MWt research
reactor located at ANSTO, Lucas Heights, reached full power
on 3 November 2006 and was officially opened on 20 April 2007.

Organisation for the Prohibition of Chemical Weapons

Defined under the Chemical Weapons Convention as all plant
sites that:

a) produced by synthesis during the previous calendar year more
than 200 tonnes of unscheduled discrete organic chemicals; or

b) comprise one or more plants which produced by synthesis
during the previous calendar year more than 30 tonnes of an
unscheduled discrete organic chemical containing the elements
phosphorus, sulphur or fluorine.

A formal report from a national safeguards authority to the IAEA
on nuclear materials inventories at a given time (generally the end
of a Material Balance Report period).

Preparatory Commission. In this report the term is used for the
Preparatory Commission for the Comprehensive Nuclear-Test-Ban
Treaty Organization.

(For CWC purposes) The formation of a chemical through chemical
reaction. Production of chemicals specified by the CWC is
declarable, even if produced as intermediates and irrespective

of whether or not they are isolated.

Provisional Technical Secretariat for the CTBTO Preparatory
Commission

An isotope of plutonium with atomic mass 239 (94 protons
and 145 neutrons). The fissile isotope of plutonium most suitable
for nuclear weapons.

Research and Development.
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Radionuclide

Reprocessing

Safeguards Inspector

Seismic

Small Quantities Protocol

(sQP)

Source Material

Special Fissionable
Material

Standing Advisory
Group on Safeguard
Implementation
(SAGSI)

232Th

233y

235

238y

UNSCR

Uranium ore concentrate
(uoc)

Weapons of Mass
Destruction
(WMD)

An isotope with an unstable nucleus that disintegrates and
emits energy in the process. Radionuclides may occur naturally,
but they can also be artificially produced, and are often called
radioisotopes. One category of CTBT IMS stations will detect
radionuclide particles in the air. Other IMS stations are equipped
with radionuclide noble gas technology to detect the abundance
of the noble gas xenon in the air.

Processing of spent nuclear fuel to separate uranium and
plutonium from highly radioactive fission products.

For domestic purposes, person declared under section 57 of the
Safeguards Act to undertake inspections to ensure compliance with
provisions of the Act and to assist IAEA Inspectors in the conduct
of Agency inspections and complementary access in Australia.

Referring to the movements of the ground that can be generated
by earthquakes, explosions etc. The seismic element of the
CTBT monitoring system is a network of 50 primary stations and
120 auxiliary stations. Analysis of seismic waves can be used to
distinguish between earthquakes and explosive events.

A protocol to a state’s Safeguards Agreement with the IAEA, for
states with small quantities of nuclear material and no nuclear
facilities. The protocol holds in abeyance most of the provisions
of the state’s Safeguards Agreement.

Uranium containing the mixture of isotopes occurring in nature;
uranium depleted In the isotope uranium-235; thorium; or, any
of the foregoing in the form of metal, alloy, chemical compound,
or concentrates.

Plutonium-239; uranium-233; uranium enriched in the isotopes 235
or 233; any material containing one or more of the foregoing. The
term special fissionable material does not include source material.

An international group of experts appointed by, and advising, the
IAEA Director General on safeguards implementation matters.

The only naturally occurring isotope of thorium, having an atomic
mass of 232 (90 protons and 142 neutrons).

An isotope of uranium containing 233 nucleons, usually produced
through neutron irradiation of 2*2Th.

An isotope of uranium containing 235 nucleons (92 protons
and 143 neutrons) which occurs as 0.711% of natural uranium.

An isotope of uranium containing 238 nucleons (92 protons
and 146 neutrons) which occurs as about 99.3% of natural uranium.

United Nations Security Council Resolution

A commercial product of a uranium mill usually containing a high
proportion (greater than 90%) of uranium oxide.

Refers to nuclear, chemical, biological and occasionally radiological
weapons.
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accelerator mass spectrometer (AMS) 18
Additional Protocols (AP) 3, 5, 6, 15, 16, 17, 21, 35, 36, 57, 58, 74, 103-4
administrative budget 95
Amano, General Yukiya 26, 38
analytical laboratories, network of (NWAL) 18-20, 73
Asia-Pacific Safeguards Network (APSN) 5-6, 10, 70, 75
Atomic Energy Act 1953 16-17
Australasian Institute of Mining and Metallurgy (AusIMM) 89
Australia-Euratom Cooperation Agreement 67
Australia-IAEA Safeguards Agreement 16
Australia-United Arab Emirates bilateral negotiations 67, 87-8
Australia-United States Cooperation Agreement 10
Australian Comprehensive Test-Ban Office (ACTBO) 17
Australian Mission in Vienna 87
Australian Nuclear Science and Technology Organisation (ANSTO) 6, 15, 16-17, 18, 87
Australian Obligated Nuclear Material (AONM) 10

bilateral safeguards 22, 35-7, 65-6
Australian Radiation Protection and Nuclear Safety Agency (ARPANSA) 6, 10, 83, 87, 90
Australian Safeguards and Non-Proliferation Office (ASNO)

advice to government 87-8

Assistant Secretary 93

corporate governance 93-5

CTBT implementation 3, 83-4
CWC functions 44-6

CWC implementation 76-82
Director General 17, 41, 93
establishment 16-17

financial management 95-6
functions 41

goal 41

international safeguards 5, 69-75
national safeguards system 53-8
non-proliferation regimes 85-6
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outcomes and outputs structure 48
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publications 109-10
staff 93-4
training and development 95
Australian Safeguards Office (ASO) 16
Australian Safeguards Support Program (ASSP) 10, 72-3, 96
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B
bilateral nuclear cooperation agreements 102
bilateral safeguards 6, 65-8
performance assessment 65-8
performance measures 65
Brazil 63

c
Cameca IMS-1280 laboratories 19
Canada 20, 34, 37, 63
bilateral safeguards agreements 68
Challenge Inspection Exercise 8-9, 11, 79
chemical weapons 3
Australia, in 76-8
Chemical Weapons Convention (CWC) 3, 7-9, 29, 31-3, 41
ASNO functions 76-82
final destruction deadline 8
Possessor States 8, 32
States Parties 79-81
CWC implementation 76-82
obligations, meeting 76-7
performance assessment 76-82
performance measures 76
Chemical Weapons Convention Office (CWCO) 17
Chemical Weapons (Prohibition) Act 1994 44, 45-6, 78, 81
China 34, 46, 74
Cocos Islands 83
Colombo 9, 80
Commodity Identification Training 74
Comprehensive Nuclear-Test-Ban Treaty Act 1998 43-4
Comprehensive Nuclear-Test-Ban Treaty (CTBT) 3, 7, 22-3, 41
ASNO functions 42-4
ASNO implementation 3, 83-4
International Monitoring System (IMS) 7, 11, 22, 42, 84, 108
National Data Centres (NDC) 7, 11, 22-3




Organization (CTBTO) 11, 22

Technical Secretariat (TS) 29-30, 32
CTBT implementation 3, 83—-4

performance assessment 83-4
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performance measures 83
comprehensive safeguards agreement (CSA) 20, 21, 71, 74, 106
Conference on Disarmament (CD) 3, 9, 11, 85-6, 87
Convention on the Physical Protection of Nuclear Material (CPPNM) 15, 16, 17, 28, 36, 63
Cook Islands 46
corporate governance 93-5
Customs (Prohibited Exports) Regulations 1958 21
Customs (Prohibited Imports) Regulations 1956 44, 78, 81
Czech Republic 27

D
Davis Base IMS station 7, 83
Defence Science and Technology Organisation (DSTO) 29, 81
Democratic People’s Republic of Korea (DPRK) 4, 7, 15, 32, 41, 70, 87, 104, 106, 116
Department of Defence 73, 80, 84, 87
Department of Foreign Affairs and Trade (DFAT) 10, 17, 43, 69, 70, 74, 83, 87, 93, 95
Department of Resources, Energy and Tourism 21, 87-8
Department of Safeguards 18, 19, 71, 72
Design Basis Threat 6, 60, 61
Director General 17, 41, 93
report 3-11
domestic outreach 81-2
domestic safeguards developments 6-7
domestic security 59

E

East Timor 8

Egypt 8

environmental sampling 18, 72, 73

Euratom 6, 67, 68

European Commission 6, 19, 27, 67

European Safeguards Research and Development Association (ESARDA) 74
European Union (EU) 17, 19, 29, 63

Experts Meeting of the International Committee of the Red Cross (ICRC) 80-1
exports, protection of 60
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pd Fiji 46

g financial management 95-6
(@] Finland 27
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Fissile Material Cut-off Treaty (FMCT) 9, 10, 11, 85
France 37, 46

freedom of information 109

Fukushima Dai-ichi nuclear accident 24-6, 34

G
Geneva 3, 85-6, 87
Geoscience Australia 34, 73, 83-4, 96
Germany 34
Global Initiative to Combat Nuclear Terrorism (GICNT) 27, 63
government, advice to 87-8
performance assessment 87-8
performance measures 87

H

Hague, The 8, 29, 31, 81, 87

high enriched uranium (HEU) 27, 61
Honeymoon mine 59

human resource management see staff
human rights 80-1

|
India 34, 41
Indonesia 3, 74
information, public 89
inspections 6, 56-8
Institute of Nuclear Materials Management (INMM) 74
International Atomic Energy Agency (IAEA) 3, 4, 41
inspections 6, 57-8
Network of Analytical Laboratories (NWAL) 18-20, 73
Nuclear Security Series 5, 61
regional safeguards development 5-6
safeguards 5, 10, 15, 20, 22, 35
Safeguards Statement for 2011 106-7
Standing Advisory Group on Safeguards Implementation (SAGSI) 5, 10, 71-2
statements of conclusions for Australia 105




International Convention for the Suppression of Acts of Nuclear Terrorism (ICSANT) 15,
17, 27-8, 62, 63
International Data Centre (IDC) 11, 22
International Monitoring System (IMS) 7, 11, 22, 42
facilities in Australia 108
international non-proliferation environment 3-4
International Nuclear Event Scale (INES) 25
international outreach 10, 74-5
International Physical Protection Advisory Services (IPPAS) 10, 27, 62
international reporting 53-4, 67
international safeguards and non-proliferation 5, 69-75
performance assessment 69-75
performance measures 69
Iran 4, 9, 15, 87
Iraq 8, 15, 32
Israel 7, 41

J

Japan 24-6, 34, 37, 74
Nuclear Industrial and Safety Agency (NISA) 26
Nuclear Regulatory Authority (NRA) 26
Nuclear Regulatory Commission (NRA) 26

K

Kansai Electric Power Co (KEPCO) 25

Kazakhstan 34, 63, 75

Kiribati 46

Korea, Democratic People’s Republic of (DPRK) 4, 7, 15, 32, 41, 70, 87, 104, 106, 116
Korea, Republic of 5, 27, 50, 65-66, 70, 73, 74, 101-102, 104

L
large-geometry secondary ion mass spectrometer (LG-SIMS) 18-19, 73, 98
Libya 3, 8, 10, 15, 32
National Transitional Council 3
list of requirements 111-14
low enriched uranium (LEU) 27
Lucas Heights 10, 16, 60
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=z Macquarie Island radionuclide station 83
g Malaysia 74
(&) Mawson Base radionuclide station 83
3 Mexico 27
Minister for Foreign Affairs 12, 47
Morocco 20

Myanmar 6, 7, 11

N
Namibia 6, 17, 63, 64, 74
National Data Centres (NDC) 7, 11, 22-3
National Government Advisory Group on Chemical Security 81
national safeguards system 53-8
performance assessment 53-8
performance measures 53
Nauru 46
Netherlands 5, 9, 28, 62
Network of Analytical Laboratories (NWAL) 18-20, 73
New York 7
New Zealand 46, 84
Next Generation Safeguards Initiative 10
Niue 46
Non-Proliferation Legislation Amendment Act 2003 41, 43
non-proliferation regimes 85-6
Non-Proliferation Treaty Preparatory Committee 3, 86
North Korea see Democratic People’s Republic of Korea (DPRK)
Norway 85
nuclear disarmament verification 9, 11, 85
nuclear fuel cycle 37
manuals, updates to 73
monitoring 73
nuclear material in Australia 54
Nuclear Materials Security Index 7
nuclear non-proliferation and safeguards 5-7
bilateral 6, 16
domestic 6-7
international 5, 16
regional 5-6
Nuclear Non-Proliferation (Safeguards) Act 1987 15-18, 41-2, 56
history 16-18




Nuclear Non-Proliferation Treaty (NPT) 5, 35, 41
nuclear-weapon states (NWS) 7
Review Conference 7, 11, 74, 86

nuclear research and development 55
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nuclear security 5, 59-64

Nuclear Security Guidance Committee (NSGC) 5, 61
Nuclear Security Summit (NSS) 15, 87

nuclear test ban verification 84

Nuclear Threat Initiative (NTI) 7, 62

(0]
OECD Nuclear Energy Agency 34
Olympic Dam Mine 34
on-site inspection (0SI) 11, 22
Organisation for the Prohibition of Chemical Weapons (OPCW) 8, 29-31, 44
ASNO cooperation 11, 79-81
Australian Mission to 87
Challenge Inspection Field Exercise 8-9, 11, 79
Conference on International Cooperation and Chemical Safety and Security 81
CWC implementation 76-82
final deadline for chemical weapons destruction 8
inspections 8, 29-31
Technical Secretariat 8
organisational structure 94
outreach (CTBT) 84

P
Pakistan 41
Papua New Guinea 46
permits and authorities 78
national safeguards system 55-8
Philippines 74
physical protection 59-64
performance assessment 59-64
performance measures 59
Pilot Fuel Enrichment Plant (PFEP) 4
Preparatory Commission (PrepCom) 42-3
Proliferation Analysis Workshop 73
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R
Ranger mine 34, 59
regional safeguards development 5-6
Republic of Korea 5, 27, 50, 65-66, 70, 73, 74, 101-102, 104
Requesting State Observer (RSO) 29-30
Requesting State Party (RSP) 29
Romania 27
Russia 8, 27, 32, 34, 46
US-Russia Megatons to Megawatts program 34
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S
safeguards
bilateral 6, 16
IAEA 5, 10, 15, 20, 22, 35
international 5, 16
regional 5-6
Samoa 46
Seminar on Good Practices in the Processing and Control of Uranium Ore Concentrate 6
Seoul Nuclear Summit (March 2012) viii, 5, 26-8, 62-3
Silex Systems Limited 6
Small Quantities Protocols 74
Solomon Islands 46
Somalia 8
South Pacific Nuclear Free Zone (SPNFZ) Treaty 46
South Pacific Nuclear Free Zone Treaty Act 1986 46
South Sudan 8
Spain 20
staff 93-4
State System of Accountancy and Control (SSAC) 70, 74, 75
Sweden 27
Switzerland 80
Syria 3-4, 8, 10, 32, 87

T

Taiwan 20, 34

Thailand 8, 11, 29-30, 74, 79

Tokyo Electric Power Company (TEPCO) 25
Tonga 46

training and development 95

Tuvalu 46




u

Ukraine 27

United Arab Emirates (UAE) 6, 10, 67, 87-8

United Kingdom 37, 46, 85

United Nations Security Council (UNSC) 4
Resolution 1540 63

United States of America 8, 17, 20, 32, 46, 63, 74
US-Russia Megatons to Megawatts program 34
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uranium 20
concentration and conversion 72

industry, guidance for 64

production and export 33-7, 60

repatriation 27

trace elements, investigation of 72

unconventional sources 20-2
uranium ore concentrates (UOC) 59

transhipment security 36-7
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